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T
hE combination of high mobility, connectivity and 
an abundance of data has given rise to opportunities 
that mirror the Apollo 11 mission – a mission that 
was once a dream; yet now, surpassed by numerous 
inventions that were inspired by that same hope and 
fervour. Those opportunities now lie in the sea of data 

and the expanse of cyberscape. 
The goal is simple: the advancement of humanity. But sit-

ting atop the high ground, overlooking the marvellous vista of 
cyberspace, we know that there is no clear path to our destination. 
We know that our efforts are mostly exploratory and something 
needs to be addressed. 

The technological shift is in motion, and the 4th Industrial 
Revolution (4IR) is causing a tremor. Malaysian Prime Minister Tun 
Dr Mahathir bin Mohamad has made his thoughts clear, setting the 
tone for Malaysia as we aspire to become a high-tech, industrial 
society by 2025. Much of the plan entailed increasing productivity, 
innovation, and an expansion of the high-skilled workforce. 

As shouts turn into echoes from the National Policy on Industry 
4.0 (Industry4WRD), other sectors are picking up on the vibration. 
Not wanting to fall behind, industries across the board are look-
ing at advancements beyond the digital and physical but also 
biological. As data takes on more significance, security adopts 
a more sombre tone. “Touch of a button” becomes synonymous 
with convenience, yet that ease of access comes with a price and 
a whole other battleground is conjured.

This issue of the Fourth Leap Magazine sets a critical eye at 
cybersecurity in the digital era, touching on quantum computing 
and various initiatives to defend ourselves against the threat 
of cyber attacks. It is an unnerving topic of discourse; a quake-
in-boots agenda as we see cybercrime mature beyond service 
interruptions and data losses, but impacting the tangible – moving 
from the immaterial to the material. 

Our contributors are cognisant of this and openly shares on 
how the availability and ease to tap into this cyberspace will 
impact business growth and jobs of the future. We also review how 
agriculture (often termed laggards in digital adoption) will stand 
to benefit from 4IR. Aside from that, we weigh in on the ethical, 
moral and legal aspects of this industrial revolution, and ascertain 
how artificial intelligence – a rigid dichotomy between being 
the bane of our existence or the impetus for advancement – will 
change our lives. 

While the Fourth Leap Magazine serves to provide answers to 
unending questions, our Fourth Leap 2019 Conference (October) 
serves as a platform and a meeting point 
for industry leaders, decision-makers 
and the rockstars of 
the industry to connect and explore 
possibilities as we move forward into 
the 4th age. We hope that you will 
have much to take away from this 
issue and to remain with us, as we 
rack our brains to bring you content 
that’s worth your time.

– Sritharan Vellasamy
(sri@wordlabs.com.my)

our eVent SerieS:
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NortherN 
Corridor 
implemeNtatioN 
authority (NCia) 
Chief exeCutive 
datuk Seri 
JebaSiNgam 
iSSaCe JohN 
Shared oN 
the NortherN 
Corridor 
eCoNomiC 
regioN’S (NCer) 
iNitiativeS oN 
gbS aNd 4th 
iNduStrial 
revolutioN. 

S
ince its inception in 
2007, northern corri-
dor economic Region 
(nceR) has evolved 
progressively and 
consistently, in con-
cert with the govern-

ment’s effort to promote inclusive 
and sustainable development in 
the region. This upward trajectory 
is maintained by outlining direc-
tions and implementing strategies 
to advance growth and reduce 
regional imbalances. The region 
also spearheads bold measures to 
pave the way for innovative and 
sustainable initiatives that contrib-
ute to the optimal well-being and 
prosperity of the people. 

Developing Malaysia’s 
NortherN regioN to be 
Future ready

Datuk Seri Jebasingam 
Issace John, Chief 

Executive of Northern 
Corridor Implementation 

Authority (NCIA).
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The key focus of nceR is to be 
a world-class economic region of 
choice by 2025 to invest in, to live, 
to work, to acquire knowledge, to 
visit and to raise families in a safe, 
clean and sustainable environ-
ment. The mission is to accelerate 
economic growth by developing 
core economic sectors, namely 
Manufacturing, Modern Agriculture 
and Services [Tourism, Logistics & 
Global Business Services (GBS)] as 
well as other priority sectors such 
as petrochemical and aerospace.

This has entailed in revitalised 
focus that include establishing 
comprehensive strategies to de-
velop the Global Business Services 
industry which falls under the 
Services sector. The GBS sector is 
already a well-established indus-
try in the Klang Valley and Penang, 
and has currently expanded to 
ipoh, Perak. 

Impact of technology on 
gBS In nceR
The GBS industry is an essential 
focus for the economic develop-

ment of Malaysia in transforming 
the nation into a high-income, 
knowledge-based economy. GBS is 
expected to spur economic growth 
in the State of Perak, in line with 
nceR’s efforts to overcome the 
disparity in economic develop-
ment growth. 

Datuk Seri issace said, “GBS 
market opportunities are vast 
and wide, and GBS companies 
in nceR are looking to serve not 
only Malaysian customers but also 
international customers including 
from ASeAn, Asia, north America 
and europe.” 

“GBS companies will mainly 
be involved in the application of 
latest high technology solutions 
which involves industrial Revolu-
tion 4.0 (iR4.0), Big Data Analytics, 
Artificial intelligence, Knowledge 
transfer, Robotic Process Automa-
tion (RPA), internet of Things (ioT), 
cloud computing Services, Block-
chains, Software development and 
so forth. Accordingly, nceR will 
work with the state government 
and ensure the ease of doing busi-

ness to sustain and grow the GBS 
sector in the northern region.”

futuRe planS foR the gBS 
SectoR In nceR
As one of the sub-sectors under 
Digital economy, GBS has been 
established as an eminent indus-
try in nceR and also Malaysia as 
a whole. This will inevitably help 
to boost nceR as one of the major 
hub for Digital economy and the 
GBS industry.

“in line with the current trend, 
we see GBS in nceR focusing on 
Financial, Human Resources, en-
terprise Resource Planning and 
iT including Big Data Analytics, 
Software Development, cloud 
computing with heavy adoption 
of the iR4.0 pillars,” added 
Datuk Seri issace.

NCIA looks to 
develop digital 
agriculture in 

precision farming 
with the help of 
big data and the 
improvement of 
mechanisation.



The Fourth Leap | Cover Story

6  |  August - September 2019

“With the upcoming de-
velopment of new industrial 

areas such as Perak Hi-Tech indus-
trial Park (PHTiP), GBS will play a 
major role in complementing and 
supporting the growth of other 
strategic and high-impact projects 
in nceR (i.e. cViA, KSTP, KRc).”

“The development of these 
initiatives will entail an influx 
of huge job creation with high-
income knowledge workers in 
the next few years. nciA’s Triple 
Helix approach, which entails the 
inherent interdependence be-
tween the Government, the Digital 
economy industry Players and 
institutions of Higher Learning 
will be leveraged on to accelerate 
GBS curriculum embedment and 
iR 4.0 adoption.” 

StayIng ahead of 
competItoRS 
The GBS ecosystem is very ro-
bust and dynamic with rampant 
changes in technology and new 
innovation when it comes to 
one-stop solutions and backend 
services. 

nciA has the advantage in terms 
of livability, access and potential 
human capital with availability 
of talent pool. Furthermore, GBS@
iPOH now accords more options 
for those requiring GBS services, 
aside from heading to Klang Valley 
and Penang. Situated between the 
Klang Valley and Penang, GBS@
iPOH is cost-competitive and 
highly accessible. 

nciA offers potential investors 
with various products such as: 

•	 NTAX	(NCER	Tax	Incentives)
•	 NTEP	(NCER	Talent	

enhancement Programme)
•	 CREST		(Collaborative	

Research in engineering, 
Science & Technology)

•	 South	East	Asia	Test	
engineering Hub  

eveR-changIng gBS 
landScape 
The landscape is expanding and 
with new high-end industries, GBS 
will boost the value chain within 
the nceR ecosystem. The establish-
ment in ipoh will benefit the exist-
ing mature ecosystem and more 
skilled workers will be developed 
to cater to the needs of the GBS 
industry in the long run. 

Furthermore, local SMes will 
be encouraged and supported to 
explore opportunities in this new 
market, in a move towards adopting 
iR4.0 in their ventures. 

eventually, GBS will serve play-
ers and industries in Kedah and 
Perlis, once the industry players 
are well-connected. in fact, nciA’s 
TVeT@KHTP (Kulim Hi-Tech 
Technology Park), led by Kedah 
industrial Skills & Management 
Development centre (KiSMec), 
and supported by industry players 
such as Bosch Rexroth Sdn Bhd, is 
already underway to prepare the 
workforce to meet the challenges 
and needs of iR 4.0. it also helps 
the workforce move up the entire 

More investment 
opportunities would 

open the path 
to revitalise the 

agricultural sector 
and modernise 

practices. 
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agency for the promotion of invest-
ments and investPerak, the state’s 
investment promotion agency, to 
ensure progressive and sustainable 
development of GBS@iPOH, and 
GBS@nceR.

applIcatIon of InduStRy 4.0 
In agRIcultuRe 
When queried about the rigorous 
adoption of iR4.0 technology in 
nceR, this is what Datuk Seri issace 
had to say:

“nciA is progressively moving 
towards transforming the agri-
culture sector in nceR through iR 
4.0. This entails the adoption of 
digital agriculture in precision farm-
ing with the help of big data and 
improvement of mechanisation. 
Thus, the application of the latest 
research and development (R&D) 
technology will benefit farmers to 
gain higher yield via better farm 
management with the application 
of technology.”

“This is in line with the gov-
ernment’s call for automation to 
modernise the nation’s agricultural 
sector via efficient use of land and 
cultivation of cash crops to provide 
better returns and increase farmers’ 
income. nciA’s endeavours in agri-
business are also aligned with the 
nation’s shared prosperity agenda, 
as high-yielding crops will enable 
farmers to achieve significantly 
higher level of productivity and 
income,” he added.  

nciA will be introducing the 
“Anchor company Business Model”, 
a dynamic approach driven by the 
private sector as nucleus farms, 
providing satellite farms with 
technical training, improved pro-
cesses and strategic inputs with the 
ultimate arrangement to buy back 
the produce. The adoption of the 
contract farming model will provide 
a competitive advantage for farmers 
with the advent of smart farming 
and precision farming leading to 
improved agricultural practices and 
yield. These efforts are expressly 
streamlined with the policies and 
directions of the Ministry of Agri-
culture and Agro-based industry.

The brand and presence of es-
tablished anchor companies will 
provide grounds for new invest-
ment opportunities to reinvigorate 
the agricultural sector and also cre-
ate visible spillover effects for the 
community, notably with the rise 
of the agrotourism supplementing 
the income of the farmers and the 
surrounding communities. Besides 
modernising agricultural practices, 
this is also an effort to move away 
from monocultural farming.

value chain of learning and train-
ing to meet industry demands. 
These iR4.0 components would well 
complement the GBS initiative in 
ipoh. Furthermore, established and 
big names will start to be attracted 
to GBS@nceR once the talent pool is 
easily available and more graduates 
are aware of the potential of GBS/
Digital economy sector. 

fIttIng gBS & IR4.0 Into 
ncIa’S StRategy 

currently, with the dynamic 
changes in the national and re-
gional landscapes, nceR’s approach 
and undertakings are expanding 
to include high-end industries. 
The Prime Minister has recently 
called for investments in the high-
technology sector as the nation 
seeks to provide high income for the 
people, who are now better trained 
and equipped to work with new 
equipment and machinery.

nciA will continue attracting 
prolific investments into the region 
that are aligned to the nation’s 
needs and vision, and at the same 
time ensure the well-being of the 
people is taken care of. The GBS 
in ipoh augurs well for Perak as a 

GBS is expected 
to spur economic 
growth in the State 
of Perak, in line 
with NCER’s efforts 
to overcome the 
disparity in economic 
development 
growth.” 

IR4.0 equipment 
sponsored by NCIA 

for the KISMEC-
led Technical and 

Vocational Education 
and Training (TVET) 

programme.

Festo Automation 
Workbench

Collaborative
Robot

Industry 4.0 
Learning Workbench

new economic cluster, and is on 
track to advance the region as a 
digital economy hub, attracting 
high-income knowledge workers. 

notably, the Perak Hi-Tech in-
dustrial Park is set to position Perak 
as the next digital and knowledge 
economy centre in nceR. PHTiP 
will house high-tech and high-
value-added industries, and serve 
as a catalyst project for adoption 
and development of the iR 4.0 in 
Perak. The project is set to generate 
wealth, sustainable income, create 
jobs & entrepreneurial opportuni-
ties and minimise out-migration, 
with GBS as the driver for growth. 

nciA will continue working 
closely with the Malaysian invest-
ment Development Authority 
(MiDA), the Government’s principal 
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CyberSeCurity
in the Cloud
C

loud technology 
has changed our 
lives. Technology 
users and busi-
nesses are more 
interconnected 
than ever before 

in modern history. Nowadays, it 
is impossible to exclude digital 
transformation of businesses 
and organisations without cloud 
computing. 

Understanding the need
Most businesses around the world 
have adopted at least one cloud 
service or another. Businesses 
rely on cloud computing to reduce 
their investment in servers and 
infrastructures, and ease their 
go-to-market strategy in reaching 
out to their customers. When it 

comes to security, it is safer to use 
the cloud than other providers. 
However, not all cloud computing 
technology services are the same, 
and the nature of services differs 
significantly.

Businesses across industry 
have realised that storing, editing 
and sharing  different kinds of 
information like history records, 
information related to warran-
ties, quality and test data, and 
product specifications have been 
made easy and convenient due 
to cloud technology. However, 
many businesses and users are 
wondering whether the cloud is 
safe from cyber attacks. Similar 
to other information technology, 
cloud technology too is vulner-
able. However, the risk of security 
breaches are minimal. 

Up in the cloud... In 
today’s world, most daily 
activities or jobs revolve 
around some manner of 
cloud storage or cloud 

computing.

In the future, 
technological 
innovation will also 
lead to a supply-
side miracle, with 
long-term gains 
in efficiency and 
productivity.”

By CK Mah
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What is CloUd teChnology? 
The “cloud” is just a server where 
you store the data, applications and 
software that you can access from 
any device, through an Internet 
connection. In addition to accessi-
bility, the advantage of using cloud 
services lies in that you are not 
limited to use the same equipment 
to work with the applications, 
software or data that you already 
have in the cloud.

Prior to the introduction of cloud 
technology, the storing of files, 
software and applications were 
limited to the physical equipment 
capability. However, with cloud 
technology, such resources are un-
limited since it is no longer bound 
by physical equipment capability.

Some believe that a system that 
consists of a few servers is a better 
solution compared to a cloud-
based application. The fact that 
you own a set of servers does not 
make anything more secure. large 
on-premise architecture requires 
a lot of capital investment and 
limited people can access them. on 
the other hand, cloud services have 
high availability and can provide 

different levels of access to each 
user groups.

types of CloUd serviCes
In cloud technology, there are three 
main types of services:

•	 Software	as	a	Service	(SaaS):	
Saas is the most used type, as 
many daily online services use 
it. The applications that we 
access are hosted on servers so 
that the service provider man-
ages maintenance, support and 
availability.

•	 Platform	as	a	Service	(PaaS):	
Is mainly used by developers 
who need space to host their 
applications and execute them 
from the cloud. The provider 
of this type of cloud offers the 
infrastructure for the creation 
and distribution of their ap-
plications.

•	 Infrastructure	as	a	Service	
(IaaS):	 In this type of cloud 
service, users subscribe to and 
access the software over the 
Internet or through the service 
provider. The management 
of such infrastructure is the 

responsibility of the users and 
not of the service provider. 
users obtain a greater control 
and management of the infra-
structure.

CloUd CyberseCUrity 
Cloud services must comply with 
cyber security standards that 
guarantee the integrity of the 
data of users and companies that 
subscribed to it. Therefore, cloud 
technology must offer secure ac-
cess and usage of cloud services. 

The access to the internet or 
application must be secured with 
an SSl (Secure Sockets layer) cer-
tificate where the identity of the 
owners of the site is indicated. This 
is to ensure the cloud is navigated 
within a secure place. 

Gone are the days of 
physical storage as 

humans embrace the age 
of digital storage in the 

cloud.
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Another important aspect 
is the verification of identity 

of the person trying to access the 
cloud service. It is highly recom-
mended that the cloud has multi-
factorial authentication, which 
means that after prompting for 
user credentials, there must be 
multiple layers that discriminates 
and verifies access. It is important 
to note that security also resides in 
the user. So, securing access with a 
strong password will prevent brute 
force attacks and hacking from 
succeeding. 

Hacking means gaining un-
authorised access to data in a 
system like a cloud service. Many 
potential users of this technology 
are wondering whether hackers 
can penetrate the system easily. 
According to many experts, proper 
user management and adequate 
password policies (complex 
passwords that are changed from 
time to time) should be enough to 
prevent cyber attacks. 

At the same time, the system 
that you use must pay special 
attention to this issue. Many of 
the businesses providing such 
services have in-house teams that 
are conducting penetration tests. 
Some of them are using 3rd party 
consultants for this purpose too. 
during these tests, the experts 
are using the most common ac-
tivities conducted by hackers to 
enter the system. In this way, they 
are eliminating the “holes” in the 
system. The ability to access the 

cloud service from different devices 
and in different ways, is one of the 
things that make the risk higher. 
Yet, with a good plan, you will be 
able to avoid such situations.

Firewalls and secure user groups 
are also keys to working securely 
with such cloud service. Secure 
user groups can be created and thus 
discriminate access to resources 
according to the level of privileges. 
data encryption is also important 
to prevent data reading by third 
parties. 

“Most importantly, it is highly 
recommended to read and under-
stand the privacy policies of the 
cloud services.” Many are offered 
for free, but they access the data 
that users send to the cloud to sell it 
to third parties. Every cloud service 
provider will probably claim that 
their service is legitimate and safe, 
but in order to stay on the safe side, 
it is advisable to use an option that 
has a third party certification. This 
is an easy way to check the security 
system and architecture applied by 
cloud technology providers.

This is a contribution by CK Mah, a 
Strategy Advisory based in Singapore.

Privacy and accessibility are 
probably the main concern of every 
businesses and users. They want 
to be certain that their private 
data will not be compromised, 
corrupted or shared publicly. The 
best cloud technology-based apps 
and programs must rely on data 
separation. 

In short, this is to ensure they 
can guarantee that the data is 
separated based on the role of each 
user that has access to the cloud 
service. Even if users have access 
to some information, there is a 
special transactional data, which is 
available only to a limited number 
of users.

Most importantly, it is 
highly recommended 
to read and 
understand the 
privacy policies of the 
cloud services.” 

Security is key... always 
go with applications that 

are both verified and 
come with several layers 

of security.
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IOT: BrIdgIng 
BusInesses And user 
COnneCTIvITy

W
h i l s t 
previous 
industrial 
r e v o l u -
tions have 
sought to 
c o n n e c t 

humans with humans and hu-
mans with machines, the Fourth 
industrial Revolution takes things 
up a notch and aims to forge the 
interaction between machines 
and machines. At the centre of 
this connectivity, lies technologies 
such as the internet of things (iot). 

however, before one can harness its 
potential, one needs to understand 
how it works and which areas are 
fertile grounds for its application.

Understanding iot
iot can be defined as the intelligent 
connectivity of physical devices 
driving massive gains in efficiency, 
business growth, and quality of 
life. iot is the concept of everyday 
objects – from industrial machines 
to wearable devices – using built-in 
sensors to gather data and act on 
that data across a wide network. 

in today’s world, some of the big-
gest enablers of iot include faster 
internet speed, low-cost storage, 
affordable and vast computing 
power on the cloud, as well as data 
analytical capabilities 

ot also involves extending inter-
net connectivity beyond standard 

devices, such as desktops, laptops, 
smartphones and tablets, to any 
range of traditionally dumb or non-
internet-enabled physical devices 
and everyday objects. 

simply put, iot is the future 
of technology that can make our 
lives more efficient. An argument 
has been raised that just because 
something can be connected to the 
internet doesn’t mean it should be, 
but each device collects data for a 
specific purpose that may be useful 
to a buyer and impact the wider 
economy. it might sound simple 
when you put it that way, but it’s 
a big deal. internet-connected 
machines are expected to number 
Us$ 20 billion by 2022, according 
to research firm iDC Corp. At that 
rate, these automated machine-
to-machine transactions will 
outnumber human-to-computer 
transactions.

a Host of Benefits
Apart from using smart applica-
tions to get a sense of what a 
country’s citizens are thinking, 
there are few major ways in which 
iot applications can benefit the 
government of today:

(1) road accident-free society 
 According to Bloomberg report 

sometimes back, Malaysia 
had the 3rd highest accident 
rate in the world, surpassing 
both india and China. iot and 
its corresponding software 
can easily reduce the accident 
rate if mandated by the gov-
ernment. there are enough 
telematic applications which 
can monitor the drivers’ be-
haviour on the road - such as 
average speed, accelerations, 
breaking tendencies, speed 
while turning, idle times, and 
location - which can help 
determine lower or higher 
insurance charges.

Examples of IoT applications

Tracking your live-stocks for location or health.

Your fitbit sending heart rate data to your hospital.

Devices monitoring weather patterns to pre-warn natural calamities
like floods, typhoon, tornados.

Your agricultural land talking to an application stating that some pest
has started infesting the crop.

Our office building or house that uses sensors to automatically
adjust heating and lighting. 

Production equipment alerting maintenance personnel to an
impending failure. 

Your refrigerator ordering milk to Tesco when the stock depletes.

By Chari 
TvT
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ness, lorries, motor bikes 
and cars.

d. Disaster prediction.
e. smart parking – in some 

cases, the cost of collec-
tion is higher than the 
amount collected.

f. smart lighting. 
g. structural health of the 

building.
h. smart metering for elec-

tricity, water including 
monitoring consumption, 
potentially moving into 
prepaid electricity/water 
billing.

i. Better “prison manage-
ment” and parole system.

j. smart healthcare and 
smart queueing system 
using iot apps.

k. smarter security and 
facial recognition for 
preventing the threat of 
terrorism. 

(4) smart Health
 Moving forward, besides 

breakthroughs in healthcare, 
patient care can also be 
greatly enhanced. this can 
significantly reduce the cost of 
supporting the ageing popula-
tion in the future. some of it’s 
applications include: 

•	 Smarter	 queuing	 sys-
tem and appointment 
management system to 
reduce waiting time for 
the patients.   

•	 Remote	 diagnosis	 and	
health monitoring – valid 
for remote villages where 
there is scarcity of 
good doctors.  

  Following the concept 
of the carrot and the stick, 
motorist should be given a 
reward (carrot) for their good 
behaviour and a punishment 
(stick) for bad behaviour.  
Also barring third party ac-
cident claims, few changes 
in reimbursement policies 
would change the behaviour 
of citizens to reduce accidents 
substantially.  tracking their 
real-time movements will 
also help manage traffic flow 
better.

(2) Precision agriculture 
 the world’s population is ex-

pected to grow from 7 billion 
people to 9.6 billion people 
by 2050. We would all require 
70% more food than what we 
produce now with the same or 
less natural resources - such 
as land and water - due to 
urbanisation, soil erosion, 
climate changes, water short-
ages and excessive use by 
livestock. As such, precision 
agriculture is looked upon as a 
viable solution. Precision agri-
culture (PA) or smart farming, 
is optimisation of inputs like 
water, fertilizers, pesticides, 
and tools with the goal of 
enhancing yield, quality and 
productivity.

  By using technologies 
such as iot devices, satellites, 
drones, artificial intelligence 

and weather forecasting tools, 
we can ensure that the crops 
and soil receive accurately 
what is needed for optimum 
health and productivity, thus 
preventing wastage in not 
only supply, but also time. Do 
you know it requires almost 
4000 litres of water to produce 
one kilogram of rice? Do you 
also know that it takes any-
where between 300 to 400 
kilograms of base fertilizer per 
hectare of production land? 
Can this be scientifically re-
duced without compromising 
the quality or the yield? Can 
we detect pests much earlier 
using drones and spray pes-
ticides only in targeted areas 
rather than carpet bombing 
the entire field? Furthermore, 
any improvement in yield will 
reduce dependence on food 
imports.

(3) smart City
 smart cities will offer the 

maximum impact to the qual-
ity of people and is visibly the 
most attractive representa-
tion of technology adoption by 
any country. Given below are 
a few examples of how cities 
of the future can be powered 
with the application of iot:

a. Air quality and noise 
monitoring.

b. Garbage disposal – in-
cluding smartly charging 
enterprises and citizens 
based on garbage dis-
posed.

c. smart traffic manage-
ment by tracking busi-

Stepping into the 
future with precision 

agriculture.
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•	 Enhanced	Drug	Manage-
ment - it seems like a 
work of science fiction, 
but pills containing mi-
croscopic sensors that are 
the size of a grain of rice 
can send a signal to an 
external device which is 
usually a patch worn on 
the body, to ensure proper 
dosage and usage.

•	 Preventive	care	will	be-
come lot more significant 
than hospital care. Need 
systems and devices such 
as blood pressure, sugar, 
pulse, heartbeat monitors 
will take greater priority.

•	 Addressing	Chronic	Dis-
eases - Utilities like Fitbits 
use iot technologies to 
monitor personal health. 
the information gathered 
can then be shared with 
a doctor to help solve 
recurring issues. One 
such company recently 
established a population 
diabetic management 
program with a goal of 
improving clinical treat-
ment and reducing medi-
cal costs for patients.

•	 Promote	patient	or	preg-
nancy monitoring using 
iOt devices and pre-warn 
Doctors/Nurses in case of 
abnormalities.

(5) infrastructure Management
 Governments spend vast 

amounts of taxpayers money 

on building and maintaining 
infrastructural facilities for 
the public. this includes the 
building of roads and bridges, 
power grids, water supply 
lines, gas supply lines, rail 
lines, airports, and the list 
goes on. All of which cost a 
lot more to maintain than to 
build. Any major damages or 
defects any of these systems 
can cause disruptions in 
day-to-day civilian activities, 
which can have far-reaching 
ramifications. 

  to ensure the effective 
functioning of these systems, 
governments can use iot 
enabled maintenance and 
monitoring. For instance, iot 
sensors can constantly anal-
yse railway lines and engines 
for any defects or any signs of 

failure and notify the authori-
ties and the staff for prompt 
repair

(6) disaster Management
 Governments have the obliga-

tion of preventing man-made 
disasters and protecting the 
public from natural ones. 
iot and Big Data Analytics 
enables disaster prevention 
and management systems 
that can help governments 
preserve human life during 
times of unforeseen disasters.

  in areas where forest 
fires are common, iot sensors 
can be set up in forests to de-
tect these fires  in their early 

IoT devices such as 
smartwatches are 
constantly keeping 

your health in check.
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different iot solutions together, 
work in sync to harness the power 
of data, and use different data 
sources to take predictive mea-
sures, actionable insights and 
connectivity with the mission of 
transforming future possibilities 
into a present reality.

This is a contribution by Chari TvT, 
Former Group Chief Financial Officer 
of Axiata.

data as a ValUaBle 
resoUrCe 
it may not be an exaggeration when 
scientists, business visionaries and 
technology adopters termed data 
as a new oil. the power of iot is 
harnessing more and more data. 
More than 90% of the world’s data 
has been generated in past five 
years alone. 

though data is on the rise, as 
with oil, it will remain all but a 
fossil if not sold and utilised for 
consumption. the power of an iot 
solution reaches its full potential, 
in an conducive ecosystem, where 

Early detection... IoT devices 
can monitor bodies of water 

in flood-prone areas, and 
send immediate warnings to 
authorities at the first sign of 

increasing water levels.

 Perfect harmony... 
IoT allows all devices 
to work in sync in a 

conducive ecosystem.

stages to curb spreading and 
the consequent devastating 
effects. iot can also help in 
areas that are prone to flood-
ing, by monitoring bodies of 
water and send immediate 
warnings to authorities at the 
first sign of increasing water 
levels.
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- Jobs of Tomorrow

HealtHcare & education
Where else could your next job 
come from? Health care and educa-
tion, the labour market’s traditional 
bulwarks in lean times, show no 
signs of abating. While some na-
tions face the issue of a dwindling 
population, it isn’t devoid of op-
portunities. 

An aging population will open 
up opportunities too. Construction 
of senior communities, assisted-
living facilities, and nursing homes 
– these will have to be expanded 
tremendously. Therefore, the key 
to finding the jobs of the future will 
be knowing where to look.

The West’s aging baby boomer 
population will create a massive 
shortage of health professionals. 
Currently in Australia, there are 
over 100,000 job openings for aged 
care nurses.

How do we fill this gap? For 
starters, we are counting on Lab-
on-a-Chip (LOC) technologies. 
This new field provides actuate, 

low-cost and easy-to-use point of 
care diagnostics that can deliver 
medical solutions where needed, 
anywhere in the world. Imagine 
what happens when Artificial 
Intelligence (AI) gets added to 
this initiative. Smartphones and 
watches already measure heart 
rates and it will not be long before 
other diagnostic information can 
be handled.

The Fourth Industrial Revolution 
(4IR), which includes developments 
in previously disjointed fields such 
as AI and machine-learning, robot-
ics, nanotechnology, 3D printing, 
and genetics and biotechnology, 
will cause widespread disruption 
not only to business models but 
also to labour markets in the future, 
with enormous change predicted 
in the skill sets needed to thrive in 
the new landscape.

Education delivery in the future 
will be a quantum leap from the 
traditional Reading, Writing and 
Arithmetic. Today it’s becoming 

With the advent 
of the fourth 
industrial 
revolution, the 
very nature 
of Work as 
We knoW it 
is changing. 
this begs the 
question – 
What exactly 
are the jobs 
of tomorroW 
going to be like?

beyond The fuTure of work 

By Martin 
Conboy
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clear that we are teaching our 
children skills that will not posi-
tion them to get the jobs of the 
future. The future workforce must 
expand their minds to envision 
what can be done when technology 
and nature are no longer separate 
entities, and whole new categories 
of diversity become commonplace.

Thanks to 3D printing, many 
people will become makers, creat-
ing prototypes on demand for all 
sorts of products. To do this, they 
will need to be trained to have the 
ability to build fast relationships 
as well as the ability to manage 
themselves with little external 
input.

If humans are to compete with 
machines in any meaningful way, 
they will have to become part 
machine themselves. In this way, 
humans are not in competition 
with machines, but working in 
concert with them. Our future 
workforce must be ready to become 
“shallow experts” very quickly on 
many different types of software, 
platforms, and services. The ability 
to tell a good story will be valued 
over spreadsheets, graphs, and 
data points.

Big data 
Big Data is the new oil, and is a 
term for data sets that are so large 
or complex that traditional data 
processing applications are inad-
equate to deal with them. Chal-
lenges include analysis, capture, 
data curation, search, sharing, 
storage, transfer, visualisation, 

and efficiency based on brain sci-
ence. Company-specific algorithms 
will be developed for software 
that vets new applicants based on 
detailed questionnaires which is 
also known as Recruitment Process 
Automation. 

As science comes to work, hu-
man resource managers will need 
to become versed in these new 
sciences. While most HR personnel 
will likely not be scientists, they 
will need to be able to understand 
the language of these disciplines 
and collaborate with scientists in 
order to assess and implement 
some of the new tools. A manager 
may not know how to design Monte 
Carlo simulations to optimise 
workflow, but he must be able to 
speak the language of mathemati-
cians to understand the theory 
behind suggested methods. 

One huge area of opportunity 
is in data analytics, which compa-
nies expect will help them make 
sense and derive insights from 
the oceans of data generated by 
technological disruptions

nanotecHnology
Nanotechnology is a simple no-
tion. Build things one atom at a 
time. What sort of things? Well, 
for starters, assemblers: little 
Nanomachines that build other 
Nano machines (or self-replicate). 
Since these replications are also 
programmable, after one has built a 
billion copies of itself, you can 
direct those billion to build 

querying, updating and informa-
tion privacy. The term “big data” 
often simply refers to the use of 
predictive analytics, user behav-
iour, or certain other advanced 
data analytics methods that extract 
value from data, and seldom to a 
particular size of data set.

The Mayo Clinic uses an ‘Ar-
tificial Neural network’ to help 
physicians rule out the need for 
invasive procedures by diagnosing 
patients with dangerous conditions 
with 99% accuracy. Combining AI, 
cloud computing and LOC technol-
ogy will revolutionise the world of 
medicine. It will not be long before 
a “doctor on demand” service will 
be available on your smartphone.

MatHeMaticians and 
neuroscientists 
Hiring practices, training, and man-
agement will draw from a deeper 
understanding of neuroscience and 
complex behavioural algorithms. 
Already, start-ups have emerged 
that promise to train individuals to 
increase their mental acuity, focus, 

Nanorobotics will 
open up many 
possibilities in 

various industries 
such as healthcare, 

manufacturing, 
and agriculture. 

The advent of 3D 
printing has enabled 
every one to become 
creators and leverage 
on its benefits - higher 

quality products, 
less waste produced, 
accessible, unlimited 

shapes and geometry, 
and risk reduction.
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whatever you want. Even bet-
ter, because building takes 

place on an atomic scale, these 
nanobots can start with whatever 
materials are on hand, soil, water, 
air and so on. You can use these 
atoms to construct, well, just about 
anything you desire. 

A recent National Science Foun-
dation (USA) report pointed out, 
“Nanotechnology has the potential 
to enhance human performance, to 
bring sustainable development for 
material, water, energy and food, 
and to protect against unknown 
bacteria and viruses.”

roBotics 
Robotic process automation (RPA) is 
the application of technology that 
allows employees in a company to 
configure computer software or a 
“robot” to capture and interpret 
existing applications for process-
ing a transaction, manipulating 
data, triggering responses and 
communicating with other digital 
systems.

Any company that uses labour 
on a large scale for general knowl-
edge process work – where people 
are performing high-volume, 
highly transactional process func-
tions – will boost their capabilities 
and save money and time with RPA 
software.

Just as industrial robots are re-
making the manufacturing indus-
try by creating higher production 
rates and improved quality, RPA 

“robots” are revolutionising the 
way we think about and administer 
business processes, IT support 
processes, workflow processes, 
remote infrastructure and back-
office work. RPA provides dramatic 
improvements in accuracy and 
cycle time and increased produc-
tivity in transaction processing 
while it elevates the nature of work 
by removing people from dull, 
repetitive tasks.

artificial intelligence 
AI is intelligence exhibited by 
machines. In computer science, 
an ideal “intelligent” machine is 
a flexible rational agent that per-
ceives its environment and takes 
actions that maximise its chance 
of success in achieving goals. Col-
loquially, the term “artificial intel-
ligence” is applied when a machine 
mimics “cognitive” functions that 
humans associate with other hu-
man minds, such as “learning” and 
“problem solving”. 

As machines become increas-
ingly capable, mental facilities once 
thought to require intelligence are 
removed from the definition. For 
example, optical character recogni-
tion (OCR) is no longer perceived 
as an exemplar of “artificial intel-
ligence”, having become a routine 
technology. Capabilities currently 
classified as AI include success-
fully understanding human speech 
(Speech Recognition), competing 
at a high level in strategic game 
systems (such as Chess), self-
driving vehicles, and interpreting 
complex data. Some people also 
consider AI a danger to humanity 
if it progresses unabatedly.

tHe internet of tHings (iot) 
The Internet of things (stylised 

Internet of Things or IoT) is the 
internetworking of physical de-
vices, vehicles (also referred to as 
“connected devices” and “smart 
devices”), buildings, and other 
items – embedded with electron-
ics, software, sensors, actuators, 
and network connectivity that 
enable these objects to collect and 
exchange data.

IoT allows objects to be sensed 
and/or controlled remotely across 
existing network infrastructure, 
creating opportunities for more 
direct integration of the physi-
cal world into computer-based 
systems. This results in improved 
efficiency, accuracy and economic 
benefit in addition to reduced hu-
man intervention. 

When IoT is augmented with 
sensors and actuators, the technol-
ogy becomes an instance of the 
more general class of cyber–physi-
cal systems, which also encom-
passes technologies such as smart 
grids, smart homes, intelligent 
transportation and smart cities. 
Each thing is uniquely identifiable 
through its embedded computing 
system but is able to interoper-
ate within the existing internet 
infrastructure. Experts estimate 
that the IoT will consist of almost 
50 billion objects by 2020.

PeoPle 

Recruitment: Attracting, but Not 
Necessarily Hiring the Best 

Achieving the diversity required 
to amplify organisations means 
tapping into multiple intelligences, 
work styles, skills, media choices, 
and geographies. The products of 
collective intelligence are success-
ful because each person makes 
contributions in the area he or 
she chooses and in the manner 
that suits them best. For an organ-
isation to amplify itself, it must 
tap into the external network of 
non-employees and entice them 
to contribute in the areas of their 
expertise (think Crowdsourcing). 

Beyond hiring, the goal must 
be to attract, engage, and con-
nect amplified individuals to the 
organisation so that they view it as 
the most important and powerful 
node in their highly networked and 
distributed career paths. Organisa-
tions need to think in ways that 
suit these individuals rather than 
traditional promotions and com-
pensation packages – increased 
freedom, ability to choose par-
ticular projects, ability to publish 
outside, etc.

The next generations 
of workers will 
need to possess 

visual literacy and 
have the ability to 
present, analyse, 
and interact with 

visual information. 
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Skills: Training in Visual Literacy

Organisations and individuals will 
have to use new types of highly 
sensory-rich interfaces – artistic 
visualisations, simulations, and 
ambient and other interfaces utilis-
ing sound, movement, colours, 
etc. – to take advantage of mas-
sive amounts of data flooding the 
workplace. 

The next generations of work-
ers will need to possess visual 
literacy and have the ability to pres-
ent, analyse, and interact with 
visual information. Visual acumen 
is a survival skill in the future 
workplace. Younger workers who 
have grown up in the world of 
video games and virtual reality 
will naturally be more adept at 
this, but just because someone is 
younger doesn’t mean they will 
automatically possess such skills. 

We will need to think about 
how to promote visual literacy 
standards for our organisations, 
how to identify those with the 
best visual skills, and how to train 
employees to become proficient 
in dynamic, image-moderated 
collaborative explorations of data.

Organisational Culture & Design: 
Plan for Transparency

The evolution of technologies for 
ubiquitous, detailed, real-time 
reporting on everything means that 
almost every aspect of organisa-
tional life can be exquisitely docu-
mented and tracked. Organisations 
should plan for transparency from 
the outset in order to stay ahead; 
concealing anything will become 
increasingly difficult. 

Avoiding accountability will also 
get harder, and moving operations 
somewhere else in order to avoid 
accountability will not be a viable 
long-term solution. Companies 
that have tried to hide pollution by 
“outsourcing” polluting activities to 
subcontractors are likely to have to 
account for them. Organisations 
should err on the side of transpar-
ency, resorting to secrecy only 
when absolutely necessary and 
as a last resort. Now is the time 
to examine all aspects of your 
operations – from human resources 
to manufacturing and distribution 
– through the transparency lens.

Tools: Physical Place is Just Part of 
the Toolkit

An important outcome of the vis-
ible world will be the convergence 
of computational tools and the 

physical workplace. Organisations 
need to think about how to use 
the physical place itself as a part 
of the information toolkit along 
with laptops, mobile phones, and 
printers. 

The need to manage large vol-
umes of complex visual informa-
tion will lead to workplace design 
needs that expand the size and 
scope of digital displays, while also 
spreading access to “windows” on 
data into non-traditional spaces 
for computing hallways, social 
spaces like water coolers, and 
outdoors. Plan for workplaces that 
enable “progressive disclosure”, i.e., 
the ability to reveal higher-level 
functionality, as users are ready 
for them.

Physical Space: Designing for 
Health

Healthy workplaces are no longer 
just about a lack of harmful toxins; 
fluorescent lights and cubicles 
are giving way to green spaces 
and sunlight. Bio-Citizens will 
expect workplaces that reflect their 
understanding of health as a value. 
Successful future workplace design 
will bring together large-scale ar-
chitectural understanding of the 
workplace community, healthy 
spaces, anthropological under-
standing of small group dynamics, 
and information science. 

Ergonomic consultations will 
go from optional to mandatory as 
employers strive to ensure that 
their employees are healthy and, 
as a result, productive. Sensors 
and other advanced technologies 
will help to make the “healthi-
ness” of the work environment 
visible. Offering as incentives for 

healthy behaviour could prove a 
good way to attract Bio-Citizens. 
However, coercive measures may 
be perceived as paternalistic and 
intrusive.

leadership: giving Voice to the 
commons

The world of amplified individu-
als calls for a different type of 
leader – not ones who dictate 
and make pronouncements, and 
not necessarily those with the 
most charisma and unitary vision. 
Rather than assuming absolute 
authority, effective leaders in 
amplified organisations must 
work to understand the values 
and opinions of their employees 
to enable a productive dialogue 
about what the group embodies, 
what it stands for, and, thus, how 
it should act.

Good leaders will increasingly 
need to see themselves as “speak-
ers for the commons” – those who 
are able to give voice to what the 
commons members, including 
non-employees, want, and to 
provide the infrastructure and 
resources for accomplishing this. 
It doesn’t mean the end of vision; 
the vision of amplified organisa-
tions is not enforced from the 
top but emerges in dialogue and 
conversations from the bottom up, 
dependent upon cooperation and 
support of constituents.

Institute for the Future www.iftf.org

This is a contribution by Martin Con-
boy, well-recognised as one of the 
leading voices of the global outsourcing 
industry and its role in facilitating 
outsourcing success throughout the 
Asia-Pacific. He has also worked in 
a number of senior leadership roles 
including in the recruitment sector.

Office ergonomics will 
not be overlooked to 

provide a comfortable 
working environment, 

thus ensuring 
maximum efficiency and 

productivity.
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CyberseCurity Matters 

A 
recent study reveals 
that the probable 
economic damage 
in Malaysia due to 
cybersecurity at-
tacks could reach 
up to 4% of the 

nation’s total GDP growth. That is a 
staggering US$ 12.3 billion (RM 49.15 
billion). The fear of conspicuous 
cyber attacks, such as ransomware, 
continues to trigger alarms in both 
organisations and consumers alike, 
and has caused a digital transfor-
mation delay not just in Malaysia, 
but across companies in the Asia 
Pacific as well. 

Despite increasing threats, at-
tacks and risks, conclusively the 
organisational challenges which 
may arise in 2019 aren’t insuper-
able. Understanding the mind of 
cybercriminals and how they play 
in the cyberspace is crucial, as it 
allows organisations to gain the 
upper hand. Global leaders in net-
work and endpoint security urge 
companies to secure themselves 
with knowledge of the probable 
future threats and step back to 
comprehend big-picture trends that 
are driving each attack. 

Hand-crafted, targeted 
attacks on tHe rise
Asia has seen its fair share of 
ransomware attacks, and well-
known ones like WannaCry and 
CryptoLocker have the tendency 
to be opportunistic by sending out 
booby-trapped attachments to a 
large number of potential victims 
via email.

Notwithstanding the danger, 
as of three months ago, none of 
Malaysia’s top 30 listed companies 
including banks and telcos, have yet 
to fully set up a defence mechanism 

1 https://www.digitalnewsasia.com/digital-economy/cyber-security-threats-cost-malaysian-organisations-us122bil-economic-losses
2 https://www.malaymail.com/news/what-you-think/2018/11/12/malaysian-companies-at-risk-to-email-scammers-vincent-choy/1692443

to prevent fraudsters from hacking 
through their domains.  Represent-
ing just a fraction of Malaysia’s 
261,000 businesses, this left about 
15.3 million online users vulnerable 
to fraudulent emails. 

2018, however, has seen the 
advancement of hand-delivered, 
targeted ransomware attacks that 
are different from the mass email 
dissemination method. What this 
attack methodology means is that 
even though fewer attacks may take 
place, the results will be far more 
devastating, and the cybercriminal 
could demand a higher ransom. 
Subsequent malware also has 
the potential to evolve to become 
more destructive and effective. 
This attack style, where criminals 
manually manoeuvre through a 
network in a step-by-step manner, 
is now increasing in popularity and 
the financial success of malware 
like SamSam is bound to inspire 
copycats to strike in 2019. 

Mobile Malware, 
Persistent tHreat
While these forms of manual at-
tacks are more challenging to pre-
vent using conventional methods, it 
also signifies that there are far less 

competent hackers who are capable 
of conducting them. 

In 2018, we saw a decline in ran-
somware attacks after its guerilla 
performance, notably with Media 
Prima demanding RM 26 million in 
bitcoins. However, the latest cyber 
attacks have moved from desktop 
and laptop computers to mobile and 
Internet of Things (IoT) platforms. 
Today, we saw a short but taxing rise 
in crypto miners dominated mal-
ware landscape, impacting about 
37% of organisations worldwide .  

Cryptojacking, the act of using 
one’s device to mine cryptocur-
rency saw an astronomical rise 
in cryptocurrency value last year, 
attracting numerous attempts 
from cybercriminals to cash in on 
this profitable market. Masked 
as an innocent-looking app, the 
crypto jacker could strain one’s 
device processor under the load 
by transferring the costs of mining 
(performance, and wear and tear) 
to the victims and benefitting from 
it. To reduce future threats, Gobind 
Singh Deo, Communications and 
Multimedia Minister of Malaysia 
is expected to launch a national 
cybersecurity policy in the first 
quarter of 2019 . 

By Joon 
Hoong

FutureprooF in a Digital age: 
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3 http://fintechnews.sg/28694/blockchain/cryptomining-malware-cryptojacking/
4 https://www.nst.com.my/news/government-public-policy/2018/12/436796/national-cyber-%E2%80%8B%E2%80%8Bsecurity-policy-be-introduced-next
5 https://www.nst.com.my/education/2019/02/459776/jobs-future-top-five-emerging-careers

Mobile cybercriminals also tend 
to take the route of advertising 
click fraud, embedded through 
yet another innocuous app that 
simulates users clicking ads to 
generate revenue. According to Geh 
Thuan Hooi, Malaysian Institute 
of Human Resource Management 
human resource adviser, there is 
an exponential increase in demand 
for digital marketers in 2019.  This 
means businesses are moving their 
marketing strategy online, including 
investment in pay-per-click (PPC) 
advertising. Thanks to the simplicity 
of click fraud and the number of 
investments in today’s pay-per-click 
advertising, almost no one is safe. 

This year, SophosLabs uncovered 
an app supplied as part of the stock 
firmware image of a small phone 
maker that had been ‘Trojanised’ 
in the supply chain, before anyone 
purchased the device. The app, 
Sound Recorder, had been altered 
to discreetly intercept and send 
SMS text messages. Identifying 
and ultimately removing such a 
malicious app is almost impossible 
until the producer of the device is 
aware of the compromise. 

cybercriMinals Utilise 
wHat’s already available 
for cybercriMe sPrees
Moreover, Sophos’ 2019 Threat 
Report uncovers a shift in threat 
execution, as more mainstream 
attackers now employ Advanced 
Persistent Threat (APT) techniques 
to use readily available IT tools as 
their route to advance through a 
system and complete their mis-
sion – whether it is to steal sensitive 
information off the server or drop 
ransomware. 

By utilising essential or built-in 
Windows IT admin tools, includ-
ing Powershell files and Windows 
Scripting executables, cybercrimi-
nals are able to deploy malware 
attacks on users undetected. This 
pivotal finding traces how this 
technique has become a common 
feature in an increasing number of 
cyber attacks today. 

Known as ‘Living off the Land’ 
(LotL) as it avoids the need to down-
load dedicated tools, cybercriminals 
have stopped emailing malware to 
victims via actual malicious execut-
able programs but instead switched 
to using a series of interlinked, 
nonexecutable scripts, exploitable 
Microsoft Office document vulner-
abilities, and Office document mac-

ros that make detection a puzzle. 
As it involves a wide range of file 
types that include several “plain 
text” scripts chained in no par-
ticular order, it becomes incredibly 
challenging to separate the normal 
operations of a computer from the 
irregular behaviour of a machine in 
the midst of a malware infection.

deeP MacHine learning, 
ai to avoid Pdf-based 
Malware attacks 
Portable document format (PDF) is 
one of the most commonly used file 
formats and it is believed to be less 
suspicious than executable files. 
Hence, it is rare for IT administrators 
to block incoming PDF documents. 
However, because of the huge 
popularity and flexibility of PDF file 
format, it also opens up many ways 
for attackers to propagate malware 
via PDF documents. 

As a result, businesses need to 
turn to solutions that are capable of 
a multi-layered arsenal of protection 
in modern cybersecurity, to detect 
malicious malware in PDF files. This 
will escalate the detection process – 
saving businesses time and money.  

staying aHead of tHe gaMe
Education on cybersecurity threats 
are vital to organisational success. 
Monash University Malaysia, for ex-
ample, has outdone itself by setting 
up a strict sender authentication 
framework, making it difficult for 
anyone to impersonate the univer-
sity and send you a fake email from 
a spoofed @monash.edu.my address. 

As Malaysia better adopts the 
digital economy, operating busi-
nesses become more vulnerable to 
cyber attacks. To avoid unfavour-
able financial losses, cybersecurity 
companies urge both public and 
private sectors to look into a better 
protection plan against malware 
risks and plan ahead to not take 
cybersecurity for granted.

This is an article contributed by Joon 
Hoong, an experienced sales and 
management leader in the Malaysian 
IT industry with in-depth knowledge 
of Security hardware and software 
businesses ranging from Data Centre, 
Network, End User Computing Security 
to Cloud Security Solution.

Hackers will resort 
to any means to 
accomplish their 
mission, even if it 

means hijacking your 
devices and subjecting 

them to strain.
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The human elemenT in 
The FourTh indusTrial 

revoluTion

AI is poised to alter 
the ways humans 

lead their lives 
now and in the 

future, but it can 
never replicate the 
human element.
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and unpredictability of human 
behaviour. Humans are compli-
cated beings. While customer 
behaviour can be predicted and 
influenced to some extent, there 
exist just too many variables that 
can make them change their 
mind. For example, how do we 
predict peer influence? How do 
we predict with complete ac-
curacy what makes something go 
viral or not? How do we predict 
emotions, likes and dislikes?

When it comes to market-
ing, the idea of automating how 
products and services can cater 
to the basic day-to-day needs 
of humans will still appeal. 
“The question we need to ask 
ourselves is how can AI robots 
or algorithms predict ‘wants’?” 
Will it be through analysing our 
body language or the tone of our 
voice? Or through observing how 
we interact with other humans? 

For years, big corporations 
like Amazon and others have 
used analytics to display recom-
mendations on things that might 
cater to our interests. Hence, 
whenever we purchase items, 
similar or popular items will 
also be recommended in a bid 
to spark further consumerism 
beyond the intended purchase. 

What we may not have re-
alised is that buying behaviour 
leans more towards psychology 
than technology. What make 
us buy the recommended item 
when we read those keywords? 
It involves a hard-to-explain 
human way of thinking and there 
can be a whole range of reasons. 

At the end of the day, you 
cannot explain to an AI made 
up of zeroes and ones, why Van 
Gogh painted the way he did and 
why people today will call it a 
masterpiece and pay top dollar 
to get it. You still need a human 
for that.

As much as the lines are in-
creasingly blurred between the 
physical, digital, and biological 
worlds in the Fourth Industrial 
Revolution, one thing is certain. 
The human element cannot 
be replaced or taken out of the 
equation. Well, unless we are all 
robots too.

This is a contribution by Jeanisha 
Wan, Director at Wan Two3 Sdn 
Bhd. She is also the founder of The 
Story Book, and is an accidental 
entrepreneur who loves coming up 
with unconventional marketing and 
business ideas.

The question 
we need to ask 
ourselves is how 
can AI robots or 
algorithms predict 
‘wants’?”

I
n his novel, A Tale of Two Cit-
ies, Charles Dickens started 
with, ‘It was the best of times, 
it was the worst of times, it 
was the age of wisdom, it was 
the age of foolishness, it was 
the epoch of belief, it was the 

epoch of incredulity’.
Klaus Schwab, founder and execu-

tive chairman of the Geneva-based 
World Economic Forum calls it the 
Fourth Industrial Revolution. It refers 
to how technologies like artificial 
intelligence, autonomous vehicles 
and the Internet of Things are merg-
ing with humans’ physical lives. 

Indeed, never before in human 
history, have we seen such a rapid 
pace of technology development 
and progress. Technology has gone 
beyond being a tool or an assistant 
to us. They have become a part of us 
that we are unable to live without. 

Artificial Intelligence (AI) and 
robots are increasingly touted as 
something we will see as a way 
of life in the not so distant future. 
Already we can find robots, albeit 
not sentient, attending to humans 
in hotels, food outlets, and even 
hospitals. 

Weighing in On The BenefiTs
If employers these days have a 
choice, hiring a robot would defi-
nitely appear more appealing than 
hiring a human employee. For start-
ers, robots are accurate and precise 
in their work. There is also the added 
benefit of possessing no emotional 
needs and inability to fall sick, which 
translates to greater productiv-
ity for employers. Furthermore, no 
encouragement and motivation is 
needed for them to work as they 
automatically carry out tasks as-
signed to them. In a nutshell, they are 
predictable and controllable. When 
integrated with AI technology, these 
robots become smart machines, thus 
heightening their capabilities.

In many industries everywhere, 
organisations have already began 
utilising some form of AI – whatever 
they term it as. Using algorithms, 
numbers and analytics, they develop 
scenarios to predict outcomes, and 
then develop products and cam-
paigns based on that. In a sense, 
with the massive amount of data 
they have collected about you – what 
you buy, how you buy and what you 

click on the Internet, what you 
like to chat about – they perceive 
to already know you. But do they 
really?

I thought one TV series, 
Marvel’s Agents of S.H.I.E.L.D 
Season 4, posed many interesting 
questions. The premise revolved 
around humans who were 
‘replaced’ with Life Model Decoy 
(LMD) robots in their workplace 
while their minds were trapped 
in a virtual reality. Does that 
sound familiar?

The story went on to talk 
about an AI LMD who wanted 
to be human because ‘she’ saw 
the relationship and connection 
between humans and she could 
not compute that. When she 
did finally become human, she 
realised that ‘to be human is to 
suffer’ and that it entails a whole 
gamut of complex emotions, 
sensations and feelings that she 
cannot quell regardless of her 
superhuman intelligence and 
powers. 

emBracing The human 
elemenT
Coming back to what is really 
happening in our world today, we 
are inventing robots to replace 
humans in the workplace with 
the hope that it will make life 
easier for us all. Or perhaps with 
the idea of us being some kind of 
human overlord with AI minions 
and robot slaves to serve us? We 
are hoping the algorithms in our 
computer can tell us everything 
we need to know about our cus-
tomers and then automatically 
help us market and offer them 
what they need, without even 
needing to lift a finger. 

But as far as technology goes, 
we probably forget to factor 
in an importing element – the 
complexity of human emotions 

By Jeanisha 
Wan
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Future oF Farming – 
Does malaysia Have 
WHat it takes? 

A
griculture in 
Malaysia could 
be traced back to 
the times when 
the British estab-
lished large-scale 
plantations and 

introduced new commercial crops 
such as rubber, palm oil and cocoa 
as early as 1876. these crops would 
go on to dominate agricultural 
exports and conquer the world’s 

Agriculture is one of the nAtion’s 
lArgest sectors in the economy. 
just like the rest of the world, 
it is fAcing chAllenges to its 
operAtions. climAte chAnge, 
overpopulAtion And competition in 
A volAtile mArket sees the need for 
the fArming industry to disrupt the 
wAy it hAs been operAting.

By Girish M 
Ramachandran  

production, during its heyday. 
From the 1960s to the 1980s, 

the agricultural sector, which 
consisted largely of commercial 
crops, contributed about 20% of 
Malaysia’s gross domestic product 
(gDP), while its share of employ-
ment stood at 30%.

the availability of vast tracts 
of arable land, abundant labour, 
improvements in agricultural in-
frastructure such as irrigation and 

roads, research and development 
and improvements in farm tools 
and equipment, kept the sector 
productive and relevant.

today, Malaysia falls second to 
indonesia as the world’s second-
largest palm oil producer and a 
leading producer of natural rub-
ber. it also boasts increasingly 
sophisticated fruit and vegetables, 
rice, livestock and fisheries sec-
tors which are all set to undergo 
important changes in the years 
ahead. this comes as the govern-
ment works towards a greener, 
more sustainable growth, bolstered 
by technological and scientific 
inputs from both the public and 
the private sector. 

the 11th Malaysian Plan (11MP), 
which is the country’s current 
development programme running 

The Internet of 
Things, robotics and 

autonomous machinery 
will revolutionise 

Malaysian agriculture. 
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in the farming community can 
bring together a huge transforma-
tion amongst all levels of industry 
players – from the agri-food chain 
to the agricultural research and 
innovation developers. 

While iot comes with a host of 
positive contributions to the indus-
try, like any other it application, 
it also brings with it its own set of 
challenges such as data privacy, 
security, intellectual and property 
rights – just to name a few. Policy 
makers and industry players will 
have to come together to ensure 
that these barriers are lifted to 
enable a smooth transformation of 
the agriculture industry from tra-
ditional farming to smart farming. 

Will iot in agriculture be re-
alised in Malaysia soon enough? 
the technologies available far 
outpace the advancement in this 
industry by an exponential rate. iot 
might just be the game changer, 
but in order to realise this, there 
must be strategic investments in 
infrastructure related to data and 
connectivity, information systems, 
applications and governance. 

A mindset shift among the 
farming community and industry 
players is essential to successfully 
infuse iot into the agriculture sec-
tor. it’s no longer a matter of “if” 
but “when”, as the agriculture in 
Malaysia is in dire need of trans-
formation after decades of sluggish 
growth.

A maestro in his field, Girish M 
Ramachandran has 24 years of 
experience carrying out more than 
270 positional assessments, business 
viability reviews, valuations, mas-
terplans and various consultancy 
assignments. He is often involved in 
corporate performance and strategic 
planning, playing an advisory role to 
the largest companies in Malaysia 
and Southeast Asia.

from 2016 to 2020, reviewed the ag-
riculture sector and detailed plans 
to modernise and transform the 
sector. the seven-pronged strategy 
will commence with productivity 
improvements, and resolving in 
the augmentation of performance-
based incentives and certification 
programmes. 

this programme promotes 
the training and development of 
young entrepreneurs in the sector. 
it contributes to the strengthening 
of institutional support, capacity 
building for agricultural associa-
tions, improvement of market ac-
cess and logistical support, and a 
scaling-up of access to agricultural 
financing. 

DISRUPTIVE TECHNOLOGIES 
IN AGRICULTURE
Farming in Malaysia has seen 
much changes from when it first 
started. it has resiliently stood the 
test of time, with changes made 
to adapt to the growing global 
population. However, if we were 
to look at population predictions 
by the year 2050, there is an urgent 
need to transform the current 
methods to produce greater yields 
to meet these demands. How do 
new technologies and the internet 
of things (iot) support farmers and 
ensure viable businesses? 

According to a report by Biore-
source and environmental Policy 
laboratory, institute of Agricultural 
and Food Policy Studies, univer-
siti Putra Malaysia, the internet of 
things (iot) would revolutionise 
agriculture here. cloud computing 
and more recently, 5g, are en-
ablers of vast improvement and 
agricultural ventures, both small 
and large. these technologies are 
favoured as they are smart, trans-
formative and pervasive. 

iot, according to the report 
relays data through gPS satellites, 
drones and sensors embedded 
in the “things” such as the soil, 
cows, tractors and other farm tools. 
With more extensive data, farmers 
have access to precise information 
about their crops and produce, 
and will be able to leverage greater 
“live” situational awareness of 
the entire farm as these devices 
transmit real-time data. this will 
significantly improve the manage-
ment of fertilisers and pesticide 
applications, the dispensation of 
water, crop rotation, and control 
labour, maintenance and energy 
costs. 

As awareness of sustainable 
agriculture and efforts to conserve 
the environment are increasingly 

on the agenda, the agriculture in-
dustry has established and im-
posed regulations and incentives 
to encourage the adoption of these 
technologies amongst farmers. in 
more developed countries, gPS 
and autonomous vehicles are used 
together with software-enabled 
precision agriculture techniques 
to ensure less seed, fertiliser and 
fuel are wasted. 

in creating a cleaner and 
‘greener’ agricultural sector, the 
use of computer vision and artifi-
cial intelligence (Ai) are intended to 
detect, identify and make manage-
ment decisions about every single 
plant in the field. these smart 
machines are giving farmers a 
new way to control and prevent 
herbicide-resistant weeds, while 
also eliminating a huge percent-
age of the herbicide volumes that 
farmers spray today.

ENSURING BUSINESS 
VIABILITY
While the rest of the industries 
have moved into digitisation, the 
agriculture industry is also follow-
ing suit – though a little late into 
the game. today, what concerns 
farmers and big agriculture indus-
try players is ensuring businesses 
stay on track and able to withstand 
the test of global market competi-
tiveness. 

robotics and autonomous 
vehicles will reduce labour costs 
and increase efficiency while gPS 
and precision mapping carried 
out by drones can quickly provide 
highly detailed live information on 
water levels and soil fertility. this 
information that is highly valuable 

IoT will ease 
and facilitate the 
management of 

fertilisers and pesticide 
applications and provide 
farmers with real-time 

feedback.
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IR 4.0 and 
ImplIcatIons foR 
socIo-economIc 
tRansfoRmatIon.

ConvergenCe in 
Developing nations

A ConneCted World
Over the past century, industri-
alisation has been adopted globally 
through shifting production activi-
ties from homes to factories, and 
from incorporating mechanisation 
(complementing human labour) to 
enhancing productivity. Alongside, 
millions of jobs (and attendant 
skills) were created to work in a 
concerted manner to deliver the 
highest value attainable. Humanity 
added new skills to its repertoire, 
urged on by the advent of mecha-
nisation. 

Scientific progresses subse-
quently enabled enhancements 
to these two components, while 
a parallel track of globalisation 
assisted in dispersing such compe-
tencies worldwide. Global factories, 
production spread-outs, and mass 
customisation became the norm 
for five decades. As computing 
environments began to spread 
out from universities and defense 
entities, the foundations of a virtual 
world began to take shape. Few are 

research, bioengineering, industrial 
production, resource exploration, 
customer experience et al. The 
world of services too has begun 
to shift dramatically from tradi-
tional models to highly evolved, 
and intuitive ones where mass 
customisation is being replaced by 
deep customisation. 

The first two industrial revolu-
tions enabled humans to work 
together in a manner where the 
machines remained subjugated to 
human endeavour. However, value 
derived from these revolutions was 
limited to enabling mass produc-
tion. The third revolution began 
to discretely unleash the power 
of intelligence, although deployed 
marginally in strategic sectors. 
Value derived was principally 
discovery of hitherto unknowable 
“data” that could be monetised, 
thereby creating new revenue 
streams, while further enabling 
customer experience.

The fourth industrial revolu-
tion is viewed as the coexistence 
of man and machine; an era of 
collaboration that mutually en-
hances all ecosystems – production, 
consumption and distribution. 
The exponential value expected 
to be derived from such effort 
is positioned as a combination 
of the known (where significant 
productivity-related baggage could 
be eliminated, efficiencies gained at 
lower costs per unit of production 
and distribution), and the new 
(knowledge sharing, collaboration, 
convergence among sectors, flex-
ibility and innovation). 

Is the developing world ready 
to embrace IR 4.0 in a concerted 
manner? The obvious answer is, 
yes. However, the extent of change 
required to be able to remain on 
the path toward establishing a con-
nected and digitally savvy economy 
is fraught with complexities. This 
paper examines these elements 
and suggests that any effort at 
transforming economies would 
need not just adoption of technolo-
gies, but a fundamental overhaul of 
entire ecosystems (and subsystems 
within). 

strangers to the virtual environ-
ments existent today. 

Over the past decade, conver-
gence of physical and cyber worlds 
began to unleash itself on human-
ity, most tellingly in the services 
sectors. A range of innovations 
and intelligent technologies have 
come to play, broadly supported 
by the ubiquitous World Wide Web, 
and cheaper access point devices 
(particularly smartphones). Sectors 
that saw significant transformation 
have leveraged not just software 
and computing technologies, but 
other intelligent systems – techno-
logically advanced machines that 
perceive and respond to the world 
around them. 

These systems are beginning 
to be deployed in a range of in-
dustries – manufacturing, medical 

By Bobby 
Varanasi 

The path towards a digital-
savvy economy is fraught 

with complexities and 
confusion, yet presents a 
plethora of opportunities 
once properly navigated. 
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the Ir 4.0 lAndsCApe 
The following graphic represents 
the state of IR globally. We mapped 
various ecosystem elements, and 
emphasise its implications on the 
developing world (without hint-
ing at any specific nation) so as to 
remain generic in our observations 
at this point.

The primary premise is to un-
derstand how the four IRs layer 
on top of each other. It would be a 
misnomer to state that the new has 
completely replaced the old, given 
that certain elements contributing 
to progress are slower than others, 
as illustrated in graphic below. 

We firmly believe that any na-
tion’s endeavour in the economic 
and social realm is subject to a vari-
ety of elements working in tandem, 
and seamlessly imbibing change 
aligned with consumption and mar-
ketplace patterns, while remaining 
true to their cultures, traditions and 
aspirations. 

For all the excitement surround-
ing IR 4.0, many nations continue 
to emphasise it without looking at 
the intricacies of these elements, 
interacting in a veritably complex 
manner to create and sustain value. 
Readiness is often seen as a func-
tion of roadmaps, and instructions 
to sectors to overhaul themselves 
into the future. It is easier said 
than done. The interplay of the 
various elements elucidated in 
the infographic is quite crucial to 
appreciate. 

Business Models: Traditional 
ones are being fast replaced by 

modern, collaborative ones where 
emphasis on ownership and control 
is giving way to co-creation, sharing 
(of IP, value and risk) for sustained 
growth and effectiveness. Busi-
nesses would find it difficult to 
retrofit their traditional models 
and embark on a transformation 
journey. A complete overhaul is 
necessary. 

Input Factors: From standard 
raw material and labor, to quality 
and Just In Time (JIT) production, to 
assembly lines and mass customi-
sation, we have glorified the nature 
of inputs, and paid handsomely for 
the sophistication of such inputs. 
Today’s businesses continue to 
pay for inputs, while outcomes are 
almost always a slave to the nature 
of such inputs. Shifting focus to 
outcomes is not just about adopting 
modern technologies. Instead, it is 
about a concerted and integrated 
endeavour at backcasting from 
outcomes to identifying the neces-
sary inputs. Such an overhaul is 
not only necessary, but pivotal for 
entities and nations to move into 
an integrated and connected world. 

Marketplace Models: Perhaps 
the most poignant of shifts has 
been evidenced in the changing 
nature of consumption patterns, 
delivery models, product-service 
convergence, value shifting and 
erosions, and monetisation op-
portunities. Data is the new oil, they 
say. We believe it is much more than 
just mining and monetising data. 
It is about influencing, convincing 
and enabling consumption that in 

turn, impacts production models in 
larger ways than envisaged before. 

Collaboration amongst produc-
ers that was previously anathema, 
is beginning to create flourishing 
opportunities, for the large and 
small entities alike. However, for an 
ecosystem to enable such a shift, it 
has to ensure that the endeavour is 
not just aimed at end-consumers. 
Instead, entire value chains need 
to overhaul themselves toward an 
outcome and experience-centric 
future. 

Governance & Regulation: Regu-
lation has always worked in silos, 
with the fundamental premise 
that regulators and governments 
are the “policemen” enforcing good 
behavior. An array of regulations, 
and enhancements over time with 
changing business and economic 
circumstances has resulted in a 
quagmire, where the policing has 
gone from managing organised 
chaos towards unbridled enforce-
ment. Inter-regulatory collaboration 
is of utmost need to ensure that 
convergence in IR 4.0 is effectively 
managed without value dilution.

 Gone are the days when regula-
tors could afford to remain sceptical 
of changing business models, and 
withdraw themselves into con-
servative positions. Gone are the 
days when regulators could draw 
clear and unequivocal boundar-
ies to their influence (relating to 
sectors). It is highly imperative 
that regulators (and consequent 
legal strictures) collaborate in 
a manner befitting industrial 
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convergence, such that their 
oversight remains relevant 

and unambiguous. This is, perhaps, 
the single biggest challenge for 
most developing nations. 

Supply Chains: Substantially 
fragmented supply chains within 
developing nations, and around the 
world may have created a veritably 
complex environment where value 
hand-offs work in tandem with 
demand-supply dynamics. The 
supply chains of the future would 
have to necessarily move toward 

integrating themselves into the 
final outcomes and enable value 
multipliers. 

Integrated interplay amongst 
players would need to take 
precedence over balance sheets 
or contractual obligations. Any 
forward-looking entity working 
with a network of providers cannot 
afford to have its ecosystem be 
a slave to ill-equipped compo-
nents. An evolved yet integrated 
approach has to give way to tra-
ditional models. This can only 
happen when such an ecosystem is 
geared towards specific outcomes. 
Nations too will need to overhaul 
such supply chains in a concerted 
manner to complement economic 
endeavours. Else, the IR 4.0 model 
would collapse before it begins. 

Education Systems: The single 
biggest detriment to progress 
manifests in human competence 
within a nation or ecosystem. 
Today’s education models are 
outmoded, outdated and substan-
tially ineffective in creating an 
employable workforce. Fast-paced 
changes in industries seek modern 
skills unconstrained by history, yet 
complemented by agility, and an 
ability to impart “learn-unlearn-
relearn” competencies by its 
constituents. 

Industrial shifts will not wait 
for skills to be ready. On the con-
trary, skill development will have 
to collaborate with industry and 
build competencies concurrently. 
Further, traditional content pack-
aged in the form of “information 

Man and machine in 
the fourth industrial 
revolution, an era of 
collaboration that 

enhances all ecosystems – 
production, consumption 

and distribution.
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for knowledge” has to be replaced 
by delivery models where content 
is focused on creating “applicable 
value”. To this end, formal edu-
cation systems languishing with 
models where subject-specific 
inputs are provided in increasing 
order of complexity need to be 
immediately replaced by outcome-
specific content. 

Fungibility of content is key; 
applicability of such knowledge is 
crucial; and content delivery aimed 
at solving problems is critical. Only 
then can a biological workforce 
continue to work in tandem with a 
non-biological workforce to create 
value. 

The ongoing debate around 
machines taking over humans may 
not necessarily have manifested 
significantly. Yet, it is imperative 
that human endeavour remains 
at the forefront of development. 
Skilling and reskilling are sig-
nificant challenges. It would be 
wise for nations to overhaul their 
education systems, and not just 
lace traditional models with a few 
contemporary emphasis areas such 
as robotics or AI. 

Enabler Subsystems: Most de-
veloping nations continue to grow 
on the back of their globalised and 
regionalised endeavours at collabo-
rating with other nations – for in-
vestments, markets, customers and 
partners. However, internal enabler 
entities, particularly parastatal 
agencies and wealth funds would 
need to proactively look at working 
in tandem with each other. For e.g. 
convergence has necessitated that 
banking and telecom regulators 
combine their endeavours at form-
ing rules, or creating opportunities. 
In the absence of such collabora-
tion, national footprints would 

continue to remain subjugated to 
obsolete models that industry may 
almost always reject.

Inter-agency collaboration is of 
utmost necessity in a networked 
world in order to ensure smooth 
information flows, and value 
creation. Economic and commer-
cial enablement has to dovetail 
alongside each other seamlessly. 
Alternatively, a certain small com-
ponent of an industry may push the 
boundaries of value creation, while 
all other components languish. It is 
clear that in such cases the whole 
will be much lesser than the sum 
of its parts – a highly undesirable 
situation to be in. 

ChArtIng the Course of  Ir 
4.0
We believe that developing na-
tions have a long and arduous task 
ahead. Positing strategies for the 
future may well reflect their com-
mitment to growth and competi-
tiveness. However, it is important 
to accept that the new cannot be 
layered on top of the old, and expect 
miracles to happen with economic 
transformation. 

IR 4.0 presents a plethora of 
opportunities. Yet, its very nature 
requires that one deals with the 
inherent complexities, instead of 
either diluting toward simplicity, 
or worse, fixing discrete elements 
and hoping for miracles to happen. 
Fundamental shift across the entire 
ecosystem (as elucidated above) are 
critical, else it may be good effort 
wasted over bad ideas. 

Bobby Varanasi is one of the acknowl-
edged Top 25 Globalisation Leaders 
in the global sourcing space and the 
Founder of Matryzel Consulting – an 
independent advisory firm.

It is imperative that 
employees are skilled 
and reskilled to keep 

human endeavour at the 
forefront.
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LegaL, ethicaL and 
MoraL considerations 
in industriaL 
revoLution 4.0

A
s  we  t rave l 
full speed into 
I n d u s t r i a l 
Revolution 4.0 
(IR4.0), what is 
becoming obvi-
ous is the speed 

of change that we are all experi-
encing. This change impacts the 
way we work, communicate and 
behave, which is why for every 
industrial revolution, there is an 
accompanying social revolution. 

Historically, the human race 
struggles to come to grips with 
the social revolution. This is evi-
denced by all the present chatter 

By Dr Farouk 
Abdullah 

It may be hard to 
distinguish the wrong 

from right as we 
move into the Fourth 
Industrial Revolution. 

around IR4.0 where everyone is too 
focused on the “industrial” and not 
the “social” aspect of the change.  

However, as with IR1.0, humans 
wanted to be stronger (steam pow-
er); in IR2.0, we wanted to go faster 
and become more productive (elec-
trification and production lines); 
in IR3.0 we wanted to be more 
intelligent (IT age); and for IR4.0, 
the focus is on the cyber-physical 
which blurs the line between what 
is real and what is virtual. 
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Understanding the roots
so here comes the biggest chal-
lenge the human race has had 
to wrestle with; what is morally, 
ethically and legally the right thing 
to do when it comes to the Fourth 
Industrial Revolution?

 
Before we start on the IR4.0 chal-
lenge, we need to first examine the 
definitions: 

•	 Morality	–	refers	to	an	 indi-
vidual’s own set of principles 
typically developed over a 
period of time with varying 
external inputs e.g. parents 
raising a child. 

•	 Ethical	–	rules	provided	by	an	
external source such as codes 
of conduct at the workplace or 
religious principles. 

•	 Legal	–	actions	or	behaviour	
governed and policed by the 
law of the land.

For centuries, philosophers and 
psychologists alike have debated 
on the differences between moral 
and ethics. It could be argued that 
the birth or origin of religion could 
be traced to the innate debate of 
human behavior which is based 
on what is morally or ethically the 
right thing to do. 

Hence, as moral and ethics are 
primarily defined and governed 
by individual beliefs, there are 
clear differences on what one may 
perceive as morally or ethically 
the right thing to do compared to 
others, even when the individuals 
are operating within the same 
societal group (village, town, city 
or country). 

Therefore, at a societal level, we 
have devised a set of guidelines 
for which we have dubbed, the 

“law of the land”, where everyone 
living or present on that land has to 
subscribe	to	–	sometimes	unknow-
ingly.

gUide to operating in ir4.0 
environment
Technology advancements, argu-
ably part of the IR4.0 movement 
ranges from growing made-to-
order organs in a lab to sophia the 
Artificial Intelligence robot, as it 
continues to blur the line between 
the cyber and physical world. 

There are ongoing ethical and 
moral debates when it comes to 
the application of these technol-
ogy advancements which has a 
direct impact on the individual 
and society’s belief structures. 
For example, I had an interesting 
debate with a learned friend on the 
religious standings of lab-cultured 
meat; how are kosher or halal 
defined in these instances? Or the 
use of lab-grown organs and their 
treatment after one’s death and the 
cultivation of embryos outside 
the body for 14 days. 

Feeling lost? Not to 
worry. At a societal 

level, we have devised 
a set of guidelines for 
which we have named 
the “law of the land” 
where everyone living 

or present on that land 
has to subscribe to. 

Is it ethical for a 
subscription-based 
company to send you 
promotional emails 
every week? If you 
say no, what if your 
energy company 
provides you with 
your energy usage 
weekly or even daily? 
Will that be useful?”
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Whilst the ethical and 
moral debate continues, the 

legal fraternity is catching up to 
draw up initially guidelines to 
protect consumers and regulate 
the behaviours of researchers 
and organ/meat manufacturing 
companies. As for sophia, in 2017, 
our human-like AI robot was given 
saudi Arabian Citizenship amidst 
huge criticism from the global 
community. 

What we have to acknowl-
edge is that whilst debating and 
contemplating ground-breaking 
innovations on the issues of ethics, 
morality and legality is interesting; 
for the vast majority of us, we have 
little influence on the outcome. 
Thus, the debate will hinge on the 
use of data. 

Data here refers to any informa-
tion that is gleaned, voluntarily or 
involuntarily provided about an 
individual, environment, location 

To understand the 
ethical and moral 

issues surrounding 
data, we must focus 

on how data is 
collected and used in 

an organisation. 

or situation either of inanimate or 
animate objects. In other words, 
all data. There are lots of examples 
of the combination of these how, 
what, when, where and why data 
is collected and used but that it is 
a topic in itself. 

Examples	of	the	use	of	data	by	
companies such as Uber, Airbnb, 
Google and Facebook are well-
documented and in some cases, 
the misuse of such data has hit 
headlines such as the recent storm 
about the data scandal facing 
Facebook-Cambridge Analytica.

To understand the ethical and 
moral issues surrounding data, we 
must focus on how data is collected 
and	used	in	an	organisation.	Let’s	
explore the legacy method of how 
customer services are conceived, 
developed and delivered. 

When an organisation creates a 
product	or	service	–	say	eWallet	or	
ePay functionality, the first natural 

step is to immediately contact a 
technology vendor to help build 
the payment system. This will 
be quickly followed by a hive of 
activity from the marketing depart-
ment to develop the brand, brand 
positioning and go-to-market plan. 

Once the technology and mar-
keting are in place, the sales team 
kicks to life with a list of merchants 
in which the said organisation will 
provide the ePayment facilities. 
Needless to say, the finance de-
partment will have the Return 
on Investment (ROI) calculations 
to help drive the sales initiative. 
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The legal framework 
that exists today 
will need to not 
only catch up to the 
current status quo, 
but policy makers 
will need to have 
the foresight to 
implement new 
laws to protect the 
customers at the 
same speed or faster 
than the technology 
advancements.”

Lastly,	the	data	and	analytics	team	
will be responsible for reporting 
on the sales uptake and customer 
numbers. If the roll-out is less than 
perfect, the data and analytics 
team is called upon once more to 
investigate what went wrong. 

sounds familiar? That is how 
more than 90% of the services 
were developed and delivered to 
the market currently. so, in this 
scenario, the debate on ethics and 
morality as the main issues that 
the organisation is typically limited 
to consider is, how many times 
do they contact customers to sell 
additional products or services and 
legally comply to the Personal Data 
Protection Act.

Now picture this, the new way of 
treating data is that your organisa-
tion must be obsessed with collect-
ing data. so, in the example of the 
ePayment provider above, every 
front-end or back-end system must 
be designed for data collection. 
The app design or web interface 
must first consider what data is 
collected directly (in the knowledge 
of) from the user and what data 
will be collected indirectly (as part 
of the interaction with) by the app 
or service provided. 

The process continues with 
marketing, where one must consid-
er which data to collect as a result 
of the marketing campaign and 
how will it be used to enrich one’s 
understanding of the customer, 
instead of just marketing ROI and 
response rates. In this scenario, the 
issue of ethics and morality come 
into being. 

Morally,	organisations	should	
only use the data they collect for 
the enrichment of customer expe-
rience. For example, your naviga-
tion tracks your driving patterns 
and suggests the location before 
you enter it or promote an item to 
you knowing your spending habits. 

Ethically,	 the	organisation	is	
bound by a code of conduct. This 
is to limit the number of market-
ing material, campaigns or sales 
contact to you. Is it ethical for a 
subscription-based company to 
send you a promotional email 
every week? If you say no, what 
if your energy company provides 
you with your energy usage weekly 
or even daily? Will that be useful?

It is still not illegal for a com-
pany to email you daily or collect 
information about you that is not 
relevant to the business. Due to 
the lack of proper legal guidelines, 
consumers are still unaware of the 
consequences of providing personal 
information or not reading the 

The new way of 
treating data is that 
your organisation 

must be obsessed with 
collecting data. 

privacy and data handling terms 
when signing up to services.

In short, more intelligent usage 
of data (either via collection or ap-
plication) by most organisations in 
southeast Asia is still in its infancy, 
therefore ethical and moral issues 
are not high on the priority lists. 

Thus, the legal framework that 
exists today will need to not only 
catch up to the current status quo, 
but policymakers will need to have 
the foresight to implement new 
laws to protect the customers at 
the same speed or faster than the 
technology advancements. 

Remember, what you or your 
organisation is doing might be legal 
but ask yourself if it is ethical or 
morally right. 

Dr Farouk Abdullah is the Chief Data 
Scientist and Country Head of Natu-
ral Intelligence Solutions (lloopp.net) 
based in Kuala Lumpur. Before coming 
to Malaysia in 2016, Dr Farouk has 
spent more than 15 years in the UK 
implementing data and analytics in 
large multi-national organisations. 
The views and opinions expressed here 
are his own.
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PreParing CyberseCurity 
for a Quantum World

L
arge-scaLe quantum 
computers will signifi-
cantly expand comput-
ing power, creating 
new opportunities for 
improving cyberse-
curity. Quantum-era 

cybersecurity will wield the power 
to detect and deflect quantum-era 
cyberattacks before they cause 
harm. But it could become a double-
edged sword, as quantum comput-
ing may also create new exposures, 
such as the ability to quickly solve 
difficult math problems that are the 
basis of some forms of encryption. 
While post-quantum cryptography 
standards are still being finalised, 
businesses and other organisations 
can start preparing today. 

Wielding a double-edged sWord: 

Here Comes Quantum 
Computing
Quantum mechanics is a branch 
of physics that explores how the 
physical world works at a fun-
damental level. at the quantum 
level, particles can take on more 
than one state at the same time, 
and they can have their states 
correlated even when separated 
by a large distance. Quantum com-
puting harnesses these quantum 
phenomena to process informa-
tion in a profoundly new way. The 
worldwide market for quantum 
computing is predicted to be more 
than Us$ 10 billion by 2024.  

Today’s classical computers use 
two primary classes of algorithms 
for encryption: symmetric and 

asymmetric. In symmetric en-
cryption, the same key is used to 
encrypt and decrypt a given piece 
of data. The advanced encryption 
standard (aes) is an example of 
a symmetric algorithm. adopted 
by the Us government, the aes 
algorithm supports three key 
sizes: 128 bits, 192 bits, and 256 
bits. symmetric algorithms typi-
cally are used for bulk encryption 
tasks, such as enciphering major 
databases, file systems and object 
storage. 

In asymmetric encryption, data 
is encrypted using one key (usually 
referred to as the public key) and 
is decrypted using another key 
(usually referred to as the private 
key). although the private key and 
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Thinking ahead… 
think quantum 

computing, which 
can process 

information in a 
profoundly new 

way. 

public key are different, they are 
mathematically related. The widely 
employed rivest, shamir, adleman 
(rsa) algorithm is an example of 
an asymmetric algorithm. even 
though it is slower than symmetric 
encryption, asymmetric algorithms 
solve the problem of key distribu-
tion, which is an important issue 
in encryption. 

Quantum risks to Cyber-
seCurity 
The advent of quantum comput-
ing will lead to changes in en-
cryption methods. currently, the 
most widely used asymmetric 
algorithms are based on difficult 
mathematical problems, such as 
factoring large numbers, which can 
take thousands of years on today’s 
most powerful supercomputers. 
However, research conducted by 
Peter shor at MIT more than 20 
years ago demonstrated the same 
problem could theoretically be 
solved in days or hours on a large-
scale quantum computer. Future 
quantum computers may be able 
to break asymmetric encryption 

solutions that base their security 
on integer factorisation or discrete 
logarithms. 

although symmetric algorithms 
are not affected by shor’s algorithm, 
the power of quantum computing 
necessitates a multiplication in 
key sizes. For example, large quan-
tum computers running grover’s 
algorithm, which uses quantum 
concepts to search databases very 
quickly, could provide a quadratic 
improvement in brute force at-
tacks on symmetric encryption 
algorithms, such as aes. To help 
withstand brute-force attacks, key 
sizes should be doubled to support 
the same level of protection. For 
aes, this means using 256-bit keys 
to maintain today’s 128-bit 
security strength. 

Eclipsing its potential 
risks, quantum 
cybersecurity can 
provide more robust
and compelling 
opportunities to 
safeguard critical and 
personal data than 
currently possible.”
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Quantum computing 
may speed up 
machine learning, 
enhancing its efficacy 
for cybersecurity. 
For example, 
quantum-enhanced 
machine learning 
could expedite the 
classification of 
massive amounts of 
data.”

The advent of quantum 
computing will enable 

the detection and 
deflection of quantum-

era cyberattacks. 

even though large-scale 
quantum computers are not yet 
commercially available, initiating 
quantum cybersecurity solutions 
now has significant advantages. 
For example, a malicious entity 
can capture secure communica-
tions of interest today. Then, when 
large-scale quantum computers 
are available, that vast computing 
power could be used to break the 
encryption and learn about those 
communications. 

Wielding tHe poWer of 
Quantum CyberseCurity
eclipsing its potential risks, quan-
tum cybersecurity can provide 
more robust and compelling op-
portunities to safeguard critical 
and personal data than currently 
possible. It is particularly useful 
in quantum machine learning 
and quantum random number 
generation. Machine learning al-
ready has numerous applications 
in cybersecurity, including: 

•	 Behaviour	anomaly	detection:	
recognising anomalous activi-
ties, such as access from a new 
device, new location or at a new 
time. 

•	 Classification:	 categorising	
entities such as data, users, 
threat actors or malware. 

•	 Prediction:	anticipating	events	
such as a network or database 
threat. 

Quantum computing may speed 
up machine learning, enhancing 
its efficacy for cybersecurity. For 
example, quantum-enhanced ma-
chine learning could expedite the 
classification of massive amounts 
of data. 

Quantum random number 
generation. random number 
generation is essential in cryp-
tography. The two main catego-
ries of classical random number 
generation are pseudo-random 
number generators (PrNgs) and 
true random number generators 
(TrNgs).  Quantum random 
Number generators (QrNgs) can 
be thought of as a special case of 
TrNgs in which the data is the re-
sult of quantum events. But unlike 
traditional TrNgs, QrNgs promise 
truly random numbers by exploit-
ing the inherent randomness in 
quantum physics. a true random 
number generator provides the 
highest level of security because 
the number generated is impos-
sible to guess.
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How Quantum Computing Computes
Instead of using binary bits of 0s and 1s, as classical computers do, quantum 
computers use quantum bits, or “qubits,” as very complex switches. Due to their 
enhanced processing power, quantum computers are expected to solve problems 
that are “intractable” using today’s machines. 4 Two qubits can represent 4 values 
simultaneously. Three qubits can represent 23 or 8 values simultaneously. Fifty 
qubits can represent more than one quadrillion values simultaneously, and 100 
qubits can represent more than one quadrillion squared.5

A Cryptographic Future
The first interoperable data encryption standard, called DES, and the ubiquitous 
HMAC standard are the cornerstones of most of today’s data authentication 
schemes. For the quantum era, new cryptographic algorithms that protect 
systems against current and future threats are under development by several 
companies, including IBM. One example: a new generation of lattice-based 
cryptography designed to provide security from attacks by both quantum and 
classical computers. Another example is called “fully homomorphic encryption,” 
which may make it possible to perform unrestricted operations over encrypted 
data without surrendering confidentiality. 

Generating Random Numbers
One way to look at the difference between PRNGs and TRNGs is thinking about 
spinning a roulette wheel. PRNGs generate random numbers by spinning the 
wheel many times and keeping a list of the outcomes. When a random number 
is required, it provides the next answer on the list. The random number is already 
predetermined. TRNGs work by spinning the wheel each time a random number 
is required without a pre-determined list.9

Recipe for Smooth Transition
In the cybersecurity world, much has been conjectured about quantum 
computers’ eventual ability to breach current cryptography. Before that day 
arrives, forward-thinking enterprises are implementing cybersecurity solutions 
that protect against both classical and quantum-based computing attacks 
ensuring their transition to the quantum era to be a smooth one.
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getting started

to prepare for the coming 
post-quantum cryptography 
era, enterprise leaders can 

take four steps:

1. Identify, retrain or recruit for the 
necessary quantum cybersecurity 
skills, either directly or through 
your organisation’s ecosystem. 
These experts should become 

your organisation’s cybersecurity 
champions. They can collaborate 

with standards bodies, deduce the 
implications of various potential 

quantum cybersecurity approaches 
and create your organisation’s 

quantum security transition plan. 

2. Begin identifying where post-
quantum security methods should 

be adopted throughout your 
organisation by assessing your 
potential quantum-era security 

exposure:

3. Keep up-to-date with advances 
in post-quantum cybersecurity 

standards
and emerging post-quantum 
security solutions, such as 

lattice-based approaches, code-
based cryptography, multivariate 

cryptography and hash-based 
cryptography, among others.

4. Work with encryption solution 
providers to deploy quantum-

safe alternatives as they become 
available.

symmetric 
encryption 
algorithms: 

Where 
symmetric 
algorithms 

remain 
appropriate 

in your 
organisation in 
the quantum 
era, at least 

double the key 
sizes currently 
being used to 
help ensure 

an appropriate 
future level 
of security 
strength.10

asymmetric 
encryption 
algorithms: 

Identify where 
asymmetric 

algorithms are 
in use today and 
plan to switch to 
post-quantum 
alternatives. 

Hashing 
algorithms: 
Assess the 

output sizes 
currently being 
used and plan 
to use larger 
output sizes. 
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Reinventing the 
Call CentRe: 
DRiving CustomeR 
engagement with ai

S
orry, wrong number. 
Since the inception 
of call centres in the 
1960s, many people 
have dreaded land-
ing in a helpline 
phone queue. often, 

call centres have been defined by 
personnel with lack of expertise, 
language barriers and long wait 
times. The reasons for these prob-
lems are manifold, including poor 
training, lack of access to data, 
the inability to scale based on 
uneven demand, not being open 
on evenings and weekends and an 
overriding focus on cost take-out 
over customer satisfaction. But 
recent improvements in Artificial 

By Atul 
Gupta 

By Prad 
Paskaran

Intelligence, Machine Learning 
and other cognitive technologies 
are poised to change everything.

A ChAnging LAndsCApe
Because of their multichannel 
capabilities, today’s call centres 
are evolving into contact centres 
or, even more recently, to customer 
engagement centres. And they are 
being outfitted to provide much 
more rewarding experiences for 
companies, their customers and 
even call centre agents. Claes For-
nell International (CFI) Group, a US-
based firm that specialises in cus-
tomer experience measurement 
and business insights, conducted 
an extensive study of customer 
satisfaction with contact centres 
called the Contact Center Satisfac-
tion Index (CCSI). The CCSI for 2017 
was 68 (on a scale of 0-100). The 
score was unchanged from 2016 
and is the lowest score in more 
than a decade. This study involved 
a panel of 1,528 respondents who 
had contacted customer service in 
the prior 30 days. 

Despite this decline, reliable, 
useful and meaningful interac-
tions with call centres, along with 
other customer touch-points, are 
increasingly crucial. According to 
one recent study, customers are 
ready to abandon a brand after 
only three unsatisfactory support 
interactions. Among millennials, 
the same study reported that 22% 
said just one bad interaction is 
sufficient impetus to leave.

But such challenges are not uni-
form. Forward-looking companies 
are differentiating themselves in 
the marketplace through their cus-
tomer engagement centres. These 
centres are beginning to support 
deeper, richer communications, 

Today’s call agents 
are assisted by AI to 
allow for faster, more 

efficient response 
and a lower turnover 
rate at call centres.
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than their peers. With future gen-
erations likely to be even more 
self-reliant, automated customer 
service technologies will be crucial 
in developing captivating customer 
experiences. Whether they’re look-
ing to drive revenue, cut costs or 
improve customer satisfaction 
and experiences, enterprises run-
ning large customer engagement 
centres are all about saving time. 
Cutting just five seconds off an 
average call can save businesses 
millions of dollars. It also provides 
agents with time for other work, 
such as helping customers make 
purchases, or matching callers with 
products, services and other 
solutions.

and technological advancements 
have reached a tipping point in 
their ability to make centres more 
interactive. Combining these new 
technologies with better human 
agent training is beginning to 
shift the role of the contact. It’s 
moving from a business-centric, 
cost-cutting measure to a facil-
ity for customer-centric tailored 
interactions based on individual 
customer preferences. When done 
correctly, contact centres are be-
coming customer engagement 
hubs. Centres act as a safety net 
for all interactions, regardless of 
channel.

sAving Time, sAving money
The majority of millennials prefer 
using self-service options such as 
FAQs, forums and online chat or bot 
services rather than traditional call 
centres. With these tools, custom-
ers can manage customer engage-
ment centre interactions on their 
own timetable, without worrying 
about interruptions or being tied 
to a linear conversation. In fact, 
more than 70% of US consumers 
say “valuing their time” is the most 
important thing a brand can do. 
Even when messaging and calling 
are presented side-by-side with no 
context, eight of ten consumers 

prefer messaging when they need 
to contact a brand. And 72% of 
millennials say a phone call is not 
the best way to resolve customer 
service issues.  

In one communications indus-
try example, a study by the IBM 
Institute for Business Value found 
that services providers who mea-
sure customer effort had more than 
250% higher market-share growth 

Younger consumers 
are preferring 

chatbots, FAQ pages 
and forums rather 
than the traditional 

call centre.

According to one 
recent study, 
customers are 
ready to abandon 
a brand after only 
three unsatisfactory 
support 
interactions.”
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Ai To The ResCue
Augmenting customer en-

gagement centres with AI can help 
enterprises reduce call times and 
make call centres a more positive 
experience for customers. Consider 
these statistics:

•	 More	than	60%	of	failed	cus-
tomer support calls could have 
been solved with better access 
to data. Pairing human agents 
with virtual “smart agents” can 
put the right data in front of the 
customer in near real-time.

•	 Only	36%	of	centres	can	track	
a customer journey that spans 
multiple channels. AI can help 
route contacts to the best 
source of help. For repeat call-
ers, AI can route a customer 
to the agent who handled the 
prior call, if available. AI also 
can potentially offer the cus-
tomer the choice of speaking 
to the same or a new agent.

•	 A	mere	17%	of	 centres	 can	
locate problems that negatively 

impact the customer experi-
ence. With machine learning 
and data mining, each contact 
can be analysed to assess its 
successes or problems.

A successful customer engage-
ment centre can help transition 
customers from simply checking 
FAQs to seamless engagement 
and interactions within or across 
digital channels. For example, 
chatbots can offer 24/7 customer 
service, rapidly engaging users by 
answering questions or providing 
resources. With the increasing 
need for speed in customer ser-
vice, leading brands are deploying 
chatbots to expedite service while 
cutting costs.

AI also can help identify the in-
tent of interaction to help route the 
request to the best source of help. 
Is the intent proactive or reactive? 
Is the interaction business-driven, 
such as a response to a market-
ing campaign? or is it customer-
driven, such as a product inquiry or 
technical support? Because virtual 
agents can handle some of the 
boring, repetitive assignments, hu-
man agents can now spend more 
time on interesting and complex 
engagements. This change has the 
potential to improve job satisfac-
tion and reduce employee turnover. 
The economic benefits of happier 
employees can be significant. With 
a turnover rate of 30% to 45% an-

nually, agent job satisfaction can 
make a sizable difference to the 
bottom line. on average in the 
United States, each turnover can 
cost more than US$6,000.

3-2-1 ConTACT
The combination of human agents 
and AI can deliver a level of respon-
siveness that isn’t possible with 
humans alone. With virtual agents, 
messaging and chat, traditional 
telephone and self-service content 
can become highly interactive and 
engaging. AI systems can monitor 
a nearly infinite amount of website 
and in-app activity for distress 
indicators, identifying customers 
experiencing issues and routing 
the problem to the best resource 
based on customer-identified 
preference or most likely to help. 
The system also can be designed 
to recommend the “next best ac-
tion,” such as discounts or loyalty 
rewards to help defuse a customer 
complaint. A recent survey found 
that extensive personalisation us-
ing the next best action increases 
average revenue per user by 166%. 

The ability to resolve customer 
service issues before they escalate 
has the potential to significantly 
lower customer abandonment 
rates in the purchasing cycle, 
reduce customer complaints and 
improve consumer and agent 
satisfaction. However, upgrading 
a contact centre to a powerful 

Higher employee 
job satisfaction 

and lower turnover 
rate will make a 

huge difference to a 
company’s bottomline. 
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customer engagement hub is a 
significant undertaking. The 
project requires strategic buy-in 
and leadership from across the 
company’s C-suite. However, taking 
several straightforward steps can 
help simplify the transition.

determine strategic intent. 
Is the primary objective to drive 
revenue, reduce cost or improve 
customer and agent satisfaction? 
All of these goals are, of course, 
highly interrelated. But everyone 
needs to agree on the overriding 
reason the upgrade is critical.

select a vendor. When you’re 
looking for a vendor to help build 
out an AI-augmented customer 
engagement centre, you’ll find no 
shortage of hype and puffery, so ask 
a few key questions. How was the 
AI system trained? Was it trained 
by experts who understand the 
operations and demands of both 
customer engagement centres and 
the specific industry? Is there a 
strong portfolio of accounts where 
the system was successful that can 
be referenced?

Retrain agents. In an AI-aug-
mented customer engagement 
centre, human agents will require 
significantly different skills. Al-
though the AI can be trained on 
FAQs, model numbers and prices, 
agents would be responsible for 
questions that require critical 
thinking, stronger communication 
skills, empathy, conflict manage-
ment and upselling.

The IBM Institute for Business Value uses data-driven research and expert analysis to deliver thought-
provoking insights to leaders on the emerging trends that will determine future success. For more 
information, please email iibv@us.ibm.com
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establish strategies for deflect-
ing callers from interactive voice 
response (ivR) to digital response. 
Some callers may not know a digi-
tal channel exists that can respond 
quickly and operates around the 
clock. The IVr system must present 
callers with compelling options 
and experiences to move custom-
ers to the digital channel.

AI systems can monitor 
a nearly infinite amount 
of website and in-app 

activity for distress 
indicators, identifying 

customers experiencing 
issues and routing 
the problem to the 
best resource based 

on customer-identified 
preference or most likely 

to help.
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Impact OutsOurcIng

T
he digital age is 
upon us. But for 
almost 3 billion 
people in the world 
who exist on less 
than US$1.90 a day 
– the World Bank’s 

widely held definition of extreme 
poverty – the advantages of IT are 
mostly unrealised. This is often 
referred to as the “digital divide” 
or the shortage of means to reach 
communities who do not possess 
the literacy or motivation to use 
technology.

Impact outsourcing or socially 
responsible outsourcing was first 
coined by Brian Nicholson in 2011 
in a paper entitled “how to im-
prove IT outsourcing relationships 
while doing good for society”. 
In this, arguments were made 
(which have since been reiterated) 
that underprivileged communi-
ties would benefit in the digital 

By Dr
Thomas Tang

world if they were given the right 
roles and empowered accordingly.  
hence, outsourcing of certain IT 
services to those living in poverty 
helps to create jobs and serves 
as an entry point into the formal 
economy, which leads to valuable 
job experience that can enable 
workers to pay their way through 
school, receive higher education 
and develop careers. Many see 
impact outsourcing as an effective 
market-based solution to poverty 
alleviation.

Lending Strength to a 
nation’S growth
Impact outsourcing in particular 
benefits developing nations. For 
instance, India’s Information 
Technology Outsourcing (ITO) 
and Business Process Outsourcing 
(BPO) sectors contributed 6% to 
GDP (Gross Domestic Product) in 
2018.  With these growing sectors, 

traditional outsourcing service 
providers are continuously seeking 
out alternate lower-cost desti-
nations – and rural towns offer 
pools of new and more affordable 
workers.

The business model, further-
more, is compelling. iMerit, a 
computing company that does 
what it calls “global smartsourc-
ing”, trains and employs rural 
youth and women capitalising 
on the demand for skills in social 
media, mobile analytics, cloud 
technology and e-commerce. The 
key to success is scale, i.e., a large 
number of people to work with a 
large amount of data.  

For iMerit, the goal is to cre-
ate a digital workforce of young 
men and women who are inspired 
to rise out of poverty. By finding 
partner companies in places like 
Silicon Valley, who are interested in 
outsourcing work on sensitive data 
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to specialists trained in data con-
fidentiality standards, there is a 
win-win model to be had.  iMerit is 
not alone; other impact outsourc-
ing service providers like Digital 
Divide Data and Samasource work 
with businesses to decrease their 
costs and increase their social im-
pact through socially responsible 
outsourcing. 

Impact outsourcing in coun-
tries like India, though, is still 
considered to be in its early stage 
of development with a market 
estimated at US$4.5 billion, which 
represents about 4% of the US$119 
billion BPO industry. Some esti-
mate that impact outsourcing has 
the potential to grow to more than 
US$20 billion by 2020, employing 
almost a million socio-economi-
cally disadvantaged people.

tackLing chaLLengeS
But this sector is not without its 
challenges.  In order to bridge the 
gap between poverty and digital AI and robotics still 

require human input 
and programming. 

employment, organisations have 
to tackle barriers from lack of 
Internet connectivity to gender 
discrimination. however, with 
mounting interest in this area, 
there is a significant opportunity 
for socially-minded companies 
to leverage their investment in 
one area to help achieve broader 
development goals. The 
ultimate aim is to open up 

Gender discrimination 
is still a problem and 
organisations need to 
address that to reduce 

the gap between poverty 
and digital employment. 
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opportunities for a wider 
range of disenfranchised 

people and communities in dy-
namic economic sectors like data 
management instead of the ones 
that keep them in poverty, such as 
manual labour.

Like most emerging sector op-
portunities, there are inherent 
problems in ensuring fair treat-
ment of workers, quality control 
and the potential for exploitation. 
To circumvent these issues, com-
panies are pursuing the following 
measures.

•	 Basic	compliance	with	inter-
national labour laws is the 
first step. Impact outsourcing 
should not be treated any dif-
ferently to other businesses, 
and employers are expected 
to behave with integrity and 
workers are protected from 
rights violations or other 
harmful practices. 

•	 Worker	protection	should	be	
further enabled through col-
lective strength. Labor Link is 
an e-platform that connects 
millions of workers and polls 
them in real time about their 
needs and then connects them 
with local service providers.

•	 Codes	of	practice	and	stan-
dards are important to main-
tain quality of data processing 
together with transparency 
in industry monitoring and 
compliance.

something companies must deal 
with. With developments in Ar-
tificial Intelligence (AI), the signs 
indicate that there will be less and 
less need for human involvement 
and outsourcing may eventually 
disappear altogether. This sounds 
plausible but for many reasons it 
is not likely to happen.  

Firstly, machines cannot replace 
the human interface; sentiment 
and empathy are still prerequi-
sites for doing business. Secondly, 
computers still rely on humans for 
programming. This means that 
upskilling of not just the poor but 
all industry workers should not 
be one-dimensional but should 
be versatile enough to apply com-
puter literacy to a range of jobs in 
the future. Lastly, from a long-term 
view, businesses must play a role 
to use market power to drive social 
change.  If they wish to have a sus-
tainable future, companies cannot 
devolve social responsibility.  That 
is why the prospects for impact 
outsourcing are bright.

Dr Thomas S.K Tang is currently an 
Advisor for Atlas Industries (Vietnam) 
Ltd and also the Sustainability Advisor 
for The Purpose Business.

Target youths in rural 
areas to develop a robust 

digital workforce and 
provide them a future. 

The ultimate aim is to 
open up opportunities 
for a wider range 
of disenfranchised 
people and 
communities in 
dynamic economic 
sectors like data 
management instead 
of the ones that keep 
them in poverty, such 
as manual labour.”

•	 If	 the	 outsourced	 jobs	 go	
abroad, resentment may arise 
from those who have lost local 
jobs. This must be carefully 
managed – especially if foreign 
workers receive low salaries, 
a business must confront the 
perception that it is exploiting 
the powerless poor for finan-
cial gain.

Lastly, automation of jobs – 
which may have led to outsourcing 
in the first place – is going to be 
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